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Current Issues
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What Is “Bring Your Own Device”?


Central management of the security of
personally-owned mobile devices, including smart
phones and tablets, to support the following
security objectives:
– Confidentiality: Ensure that transmitted and stored
data cannot be read by unauthorized parties
– Integrity: Detect any intentional or unintentional
changes to transmitted and stored data
– Availability: Ensure that users can access
resources using mobile devices whenever needed
See, e.g., NIST Guidelines for Managing the Security of Mobile Devices (800-124).
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What Issues Are Presented by BYOD?



Hypothetical 1: During a board meeting, the CEO
makes reference to a sensitive document, which he
has e-mailed to his personal smartphone from his
corporate account.



Hypothetical 2: An employee loses a dual-use device.



Hypothetical 3: An employee’s dual-use device is
infected with malware.



Hypothetical 4: Your nonprofit is sued and asked to
disclose information from an employee’s device.
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Unsecure Information


BYOD programs and dual-use devices necessarily
involve taking information outside of the protection of
an organization’s private servers



Trade secrets must be subject to reasonable efforts to
maintain their secrecy



Devices that are lost, stolen, or used on unsecured
networks can result in the loss of information

Did you know: Between 2009 and 2011, 48 mobile
devices were lost or stolen from NASA, including an
unencrypted laptop with command and control codes for
the International Space Station
http://oig.nasa.gov/Special-Review/SpecialReview(12-17-12).pdf
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Overlap of Work Space and Personal
Space


Employees may store personal information on a dualuse device, complicating security procedures such as
remote-wipes and GPS tracking



Retrieving data and devices from employees that quit
or are fired can be complicated



BYOD policies that do not obtain informed written
consent may not be enforceable

Did you know: In 2010, a publishing company
accidentally remote-wiped an employee’s dual-use
device, destroying her contacts, photos and media, and
the phone’s ability to make calls.
http://www.npr.org/2010/11/22/131511381/wipeout-when-your-company-kills-your-iphone
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BYOD and Privacy


Businesses that store consumer information (Social
Security, driver’s license, credit card, and account
numbers) have security obligations, and BYOD
expands the area an organization must protect



A breach of security on an employee’s personal device
can lead to government enforcement actions, civil
penalties, and litigation

Did you know: The Massachusetts Attorney General has
obtained penalties from companies that failed to meet
Massachusetts cybersecurity and encryption
requirements.
http://www.mass.gov/ago/news-and-updates/press-releases/2013/140k-settlement-over-medical-info-disposed-of-atdump.html
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Overview of BYOD Policies
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Outline of a BYOD Policy


Parameters: Define who can participate or are subject to
the policy



Scope: What devices? What conduct?



Security: Set boundaries and create both proactive and
reactive security processes. Access rights and
requirements? What information is accessible or
transmittable? When and how are security incidents to be
reported?



Monitoring: Address employees’ expectations of privacy



User Support: Describe how and where users can get
technical support/respond to security incident



Policy Violations: Control unsecured behavior by setting
out clear consequences
© 2014 Venable LLP
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BYOD Policy and Compliance


Cybersecurity regulations and guidelines:
– HIPAA: The HIPAA Security Rule requires that
covered entities at least consider whether
encryption of personal health information, such as
medical history, test and laboratory results, and
insurance information, in electronic form is feasible
and, if not, to document the basis for that
conclusion. 45 C.F.R. pt. 164.312(a)(2), (e)(2).
– GLB: Gramm-Leach-Bliley protects information
held by financial institutions, such as account and
social security numbers. GLB’s safeguarding
regulations require covered entities to identify risks
to the security of customer information (including a
risk assessment of computer information systems),
and contractually require service providers to
implement and maintain safeguards. 16 C.F.R. pt.
314
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BYOD Policy and Compliance


Record keeping rules:
– Records of communications by an employee
pertaining to the firm’s business must be
maintained, retrievable, and reviewable. SEC
Rules 17 a-3 and 17 a-4; NASD Rule 31101.



Compliance with state laws and rules:
– California: Imposes a general statutory duty on
businesses to safeguard personal information. Cal.
Civ. Code §§ 1798.80 et seq.
– Massachusetts: Specifically address portable
devices, requiring encryption of personal
information stored on them. Mass. Regs. Code tit.
201, §§ 17.03 – 17.04.
– Texas: Imposes a general statutory duty on
businesses to safeguard personal information. Tex.
Bus. & Com. Code tit. 11, § 521.
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Additional Policy Considerations


Existing trade secret or email/computer policies



Existing EEO, collective bargaining, and other
policies



Guidelines for configuring devices



Particular response to a data breach



Guidelines and processes for litigation (such as
preserving and deleting data)



Safety (for example, a policy against using a
device while operating a vehicle)



Training
© 2014 Venable LLP
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Integrating BYOD in Your
Workforce
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Overview


Management Issues



Equal Employment and BYOD



Wage and Hour Issues



Workplace Safety and Health



Unionized Workforce



International Considerations
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Management Issues


BYOD has the potential to expand the scope of
employment



BYOD combines the workplace with the private
sphere
– Information about employees’ private lives
– Use of devices by employee’s family and
friends



“Devices” are not simply phones, but combine a
broad range of abilities and activities
– For example, apps for diabetes management
© 2014 Venable LLP
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Equal Employment Opportunity and
BYOD


Translating current organization policies to BYOD
(for example, harassment policies)



Developing new policies to cover quasi-work
environments



Accommodating people with disabilities
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Wage and Hour Issues


Off-the-clock work and overtime



Employee reimbursement (state law
reimbursement requirements)



Tracking usage of dual-use devices
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Workplace Safety and Health


OSHA regulations and BYOD
– Distracted driving: Work-related texting and emailing while driving
– Repetitive stress injuries

© 2014 Venable LLP

20

Unionized Workforce


BYOD policies may be covered by and subject to
collective bargaining agreements
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International Considerations


Border searches:
– Devices can be searched and detained
without a suspicion of criminal activity
– Consent is not required



Foreign wage-hour laws: The EU has stricter
wage-hour laws than the United States, requiring
separate or additional controls



International privacy laws: Device monitoring and
security measures must be evaluated under
multiple privacy regimes
© 2014 Venable LLP
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Lessons from the Front Lines
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Challenges in Drafting a BYOD
Policy


Multiple stakeholders



Traditional notions of enterprise IT structure



Employee perceptions



Uncertain legal landscape



Achieving employee compliance
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The Culture of BYOD


Reflecting organization culture/risk tolerance



Ownership does NOT equal expectation of
privacy



Building Success: Weaving BYOD into existing
policies



Training
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An Ongoing Effort


Rapid changes in devices/platforms and
capabilities (phones, tablets, “phablets,” etc.)



Increase in third-party software and access points



Devices often defined/demanded by employees



Flexible/coordinated review process
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Closing Observations


Implementation is key: Active
management/dedicated resources



Use technology to control technology



Data Loss Prevention (DLP) is a primary concern



Productivity
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Putting It All Together
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Putting It All Together


Goals of a BYOD Policy:
– Setting expectations
• Draw lines between work use and private use
• Develop awareness around BYOD issues

– Meeting compliance requirements
• HIPAA
• SEC
• GLB

– Avoiding undue cost, risk, and liability
• Litigation and discovery
• Equal Employment considerations
• Protecting trade secrets
© 2014 Venable LLP
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Translating Goals and Risks into
a BYOD Policy


Address current and anticipated risks



Obtain informed employee written consent, and
involve employees in the Policy through training



Keep the Policy adaptable to meet unexpected
challenges
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Keep an Eye on the Future


Stay current with BYOD-related laws, regulations,
and trends
– Federal legislation
– State laws (for example, California)



Follow the development of cybersecurity and
BYOD-specific guidelines
– NIST Framework
– NIST Guidelines for Managing the Security of Mobile
Devices (Special Publication 800-124)
– EU Privacy Directives and Proposed GDPR
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Keep your BYOD Policy active
– Address changes in law and culture
– Investigate additional solutions (such as cyber© 2014 Venable LLP
insurance)

Hypothetical Situations
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Hypothetical One:


Your nonprofit does not have a BYOD policy.
During a board meeting, the CEO makes
reference to a sensitive corporate document. To
make his point, the CEO pulls out his personal
smartphone and opens a copy of the document,
which he had e-mailed to himself from his
corporate account.

Did you know: The Corporate Executive Board in April 2013 released a
survey of 165,000 employees showing “93 percent of workers knowingly
violate policies designed to prevent data breaches, and senior
executives are the worst offenders.”
See Financial Times, available at: http://www.ft.com/cms/s/0/01f936e6a365-11e2-ac0000144feabdc0.html#axzz2mgg9Cvc1
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Hypothetical Two:


An employee loses a dual-use device; how does
your organization respond and does the BYOD
policy address the situation?

Did you know: In 2012, a stolen laptop with unencrypted data, including
3,621 patients’ information, cost Massachusetts Eye and Ear Infirmary
and Massachusetts Eye and Ear Associates Inc. $1.5 million in fines.
See FierceHealthIT, available at: http://www.fiercehealthit.com/story/boston-teaching-hospital-fined-15mephi-databreach/2012-09-18
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Hypothetical Three:


An employee’s dual-use device is infected with
malware; how does your organization respond
and does the BYOD policy address the situation?

Did you know: In 2012, a breach at St. Mark’s Medical Center in La
Grange, TX reported that an employee-owned computer was infected by
malware. On it was patient information like names, Social Security
numbers, and dates of birth of almost 2900 patients.
See PHIprivacy.net, available at: http://www.phiprivacy.net/st-marks-medical-center-notifies-patients-after-findingmalware-on-system/
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Hypothetical Four:


Your organization is sued and asked to disclose
information from an employee’s device; how does
your organization respond and does the BYOD
policy address the situation?

Did you know: In E.E.O.C. v. Original Honeybaked Ham Co. of
Georgia, the U.S. District Court for the District of Colorado ordered the
collection and in camera review of plaintiffs’ Facebook, blog post and
cell phone data in a class action sexual harassment suit. When the
EEOC failed to comply with this eDiscovery Rule, the Federal District
Court in Colorado granted a motion for sanctions under FRCP 16(f). The
court held the plaintiffs did not engage in bad faith, but did “engage in
some kind of unreasonable or obstreperous conduct that delays the
discovery process.”
E.E.O.C. v. Original Honeybaked Ham Co. of Georgia, 11-cv-02560 (D. Colo. Nov. 7, 2012) [2012 WL 5430974;
2012 U.S. Dist. LEXIS 160285].
© 2014 Venable LLP
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Takeaways, Tips, and Questions
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Ensure a “Triple A” BYOD Policy


Awareness
– Stage One: All parts of organization leadership,
executive, legal, and IT, must agree on the need
for a Policy
– Stage Two: Users must know about the Policy and
the BYOD program in general



Acceptance
– Users must accept a BYOD program, through
informed written consent



Action
– The BYOD policy is only a starting point, it must be
actively used, revised, and improved
© 2014 Venable LLP
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Key BYOD Policy Considerations
1. Policy: Ensure you have a BYOD policy.
2. Focus: Draft for “YOUR” organization.
3. Clarify Expectations: Clearly define work use and private
use.
4. Informed Consent: Employees must expressly accept how
and for what purpose the organization may access their
devices.
5. Connections: Consider how your employees connect
remotely.
6. Information: Consider what kind of data will be accessible
or transmitted.
7. Compliance: Consider statutory, regulatory, and contractual
requirements.
8. Training: Keep BYOD users up-to-date on acceptable uses
for dual-use devices.
9. Monitoring: Consider how dual-use devices will be
monitored.
10. Stay Current: Be aware of new technology and regulations.
© 2014 Venable LLP
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Questions?
Jeffrey S. Tenenbaum, Esq.
jstenenbaum@Venable.com
t 202.344.8138
David R. Warner, Esq.
drwarner@Venable.com
t 703.760.1652
Armand J. (A.J.) Zottola, Esq.
ajzottola@Venable.com
t 202.344.8546

To view Venable’s index of articles, presentations, recordings and upcoming
seminars on nonprofit legal topics, see www.Venable.com/nonprofits/publications,
www.Venable.com/nonprofits/recordings, www.Venable.com/nonprofits/events.
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Intellectual Property Summer
Institute, Franklin Pierce Law
Center, Concord, NH, 1995

 co-branding/marketing agreements, publishing agreements, and franchising
agreements and networks.

B.A., Bucknell University, 1992

 mergers, sales, dispositions, and acquisitions; and

Mr. Zottola has represented:
 a large technical and software services contractor in devising new open source
software business models for its products and solutions;
 a large, publicly-held leader in enterprise storage management software in
connection with the intellectual property aspects of acquiring a $403 million
publicly held software company that provided data storage, access and e-mail
management solutions;
 a large, publicly held global business and information technology company in
orchestrating the intellectual property aspects of selling its global utilities practice
for approximately $26 million;
 a privately held Internet entertainment and marketing business in selling all its
technology assets (including its entire trademark and patent portfolio) to a large
media company; and
 a large, publicly held pharmaceutical product wholesaler in connection with the
intellectual property aspects of its joint venture with another public company to
form an independent health informatics business.
Mr. Zottola’s recent dispute resolution experience includes representing:
 a large non-profit organization in a breach of contract dispute with its data
management systems provider;
 a leading children’s toy company in its defense of a trademark and copyright
infringement lawsuit, which also involved business tort and unfair competition
claims;
 a leading scented candle manufacturer and distributor in its pursuit of trademark
and copyright infringement, business tort and false advertising claims against a
competitor; and
 a software company in a breach of contract dispute.

HONORS
Listed in The Best Lawyers in America for Technology Law (Woodward/White, Inc.),
2014
Practice ranked National Tier 1 and Washington, DC Tier 1 for Technology Law by U.S.
News-Best Lawyers "Best Law Firms," 2014
Recognized in the 2013 edition of Chambers USA (Band 3), Technology & Outsourcing,
District of Columbia
Recognized in the 2012 edition of Chambers USA (Band 3), Technology & Outsourcing,
District of Columbia
Recognized in the 2011 - 2013 editions of Legal 500, Technology: Outsourcing and
Transactions
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Bring-Your-Own-Device Programs: Steps to Minimize Nonprofits'
Legal Risks
Nonprofit organizations are increasingly allowing their employees to use their own mobile devices to
access, view, download, and transmit work-related materials. While these bring-your-own-device
(BYOD) programs may enhance productivity and decrease information-technology costs, these devices
also can create certain legal, financial and other risks. Recent reports indicate that almost half of the
employers with BYOD programs have experienced a data breach of some kind resulting from employee
error or intentional wrongdoing. Even a single breach can lead to financial liability, regulatory penalties,
reputational harm, and the loss or unauthorized disclosure of intellectual property. Below is a nonexhaustive list of steps to consider in connection with establishing a BYOD program or allowing
employees to use their personal mobile devices for work-related activities.
BYOD Policy
First and foremost, it is important to have a written BYOD policy. Such a BYOD policy should be
tailored and customized to meet the operational realities of the particular workplace. In other words, the
BYOD policy should addresses all of the activities and related concerns of a particular nonprofit and not
amount to a boilerplate, one-size-fits-all policy statement. When creating a BYOD policy, consider the
need to address such items as trade secret protection, email/computer/system/document access or
usage policies, security policies, device usage policies, sexual harassment and other equal
employment opportunity matters, data breach response plans, and employee training initiatives. In
addition, consider implementing the policy by obtaining informed consent to the policy statement from
all BYOD program participants.
Expectations of Privacy
The use of a single device for work and personal purposes complicates efforts to monitor devices for
security or investigative purposes. For instance, personal information may be accidentally deleted when
devices are updated remotely, and devices may need to be searched for relevant information in the event
of civil or criminal litigation, investigations or enforcement actions. Address employees’ expectations of
privacy in dual-use or employer-owned devices by explaining how and for what purposes their devices
may be accessed or searched.
Data Security
Nonprofits that have access to, process or otherwise maintain certain types of sensitive personal
information (e.g., personally identifiable consumer information and nonpublic medical or financial
information) must satisfy certain information security obligations imposed by rapidly evolving state and
federal laws. These obligations will therefore require nonprofits to consider adequate safeguards for
sensitive information that can be made accessible from mobile devices. Be familiar with what types of
information must be protected and what types of information will be accessible on mobile devices, and
implement the necessary procedures to satisfy applicable legal requirements.
Intellectual Property Protection
Valuable confidential information, patentable ideas, trade secrets, and/or creative works protectable by
copyright law may all be accessible on a lost, stolen or intentionally misused employee device. Be sure
to set forth rules relating to the use, access rights for, and retention of such information or materials on
dual-use or employer-owned mobile devices.
Agency
BYOD programs may expand an employee’s scope of employment by combining the workplace with
the private sphere. Under certain circumstances, an employer can even be held liable for the tortious
conduct or criminal behavior of its employees or the binding obligations and contracts they establish

with third parties. Clearly define what constitutes work and private use to mitigate exposure to this
vicarious liability.
Employee Disability
Recent litigation has raised questions about the applicability of the Americans with Disabilities Act
(ADA) to organizations engaged in electronic commerce. While the ADA does not expressly apply to
BYOD programs, consider having BYOD programs that sufficiently accommodate employees with
disabilities.
Labor and Employment Issues
BYOD programs may lead to disputes about overtime pay and expense reimbursement by blurring the
lines between regular work hours and personal time. Moreover, BYOD programs could potentially
expose a nonprofit to liability under federal and/or state law for an employee’s injuries resulting from
responding to work-related emails or text messages under unsafe conditions (e.g., while driving a car or
exercising). Consider policies for usage and also inform employees about their rights, obligations and
limitations with respect to those policies.
Ongoing Effort
Following the above guidance is only the first step in mitigating risks associated with BYOD programs.
Nonprofits should regularly track changes in technology, applicable laws and regulations, and workplace
culture regarding dual-use devices, and consistently review, update and modify BYOD policies to
address reasonably foreseeable risks and issues. And last, but certainly not least, keep employees upto-date on BYOD issues and policies through written communication and regular training exercises.
*****
Are you interested in learning more about best practices for establishing a bring-your-owndevice policy for your nonprofit organization?
Join Venable partners Armand J. (A.J.) Zottola, Ronald W. Taylor, and Jeffrey S. Tenenbaum for a
complimentary luncheon/program and webinar, Implementing a Bring-Your-Own-Device Policy:
What Your Nonprofit Needs to Know, on Wednesday, February 19, 2014. As you are now aware,
BYOD policies require thoughtful and careful consideration to prevent BYOD from becoming a
nonprofit’s "build your own disaster." This program will provide practical guidance for nonprofits on how
to reconcile the pros and cons and best practices in crafting an effective BYOD policy for your
organization.
Click here for more information and to register for the event.
*****
For more information, please contact Armand J. (A.J.) Zottola at ajzottola@Venable.com or Robert
F. Parr at rfparr@Venable.com.
This article is not intended to provide legal advice or opinion and should not be relied on as such. Legal
advice can only be provided in response to a specific fact situation.
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What if a former employee downloads confidential information (such as a donor or member database,
fundraising strategies, new program and service plans, and the like) from your computer system and
uses it to help your competitors or others? Among the laws at your disposal is the Computer Fraud and
Abuse Act (“CFAA”). Although principally a criminal statute intended to combat computer hacking, the
CFAA allows for a civil lawsuit against someone who obtains information from another’s computer
“without authorization.”
Let’s change the scenario slightly. What if a current employee downloads your sensitive, confidential
information to his personal computer, resigns, goes to work for your arch-competitor, and then uses that
information to target your donors, members, or other supporters? Do not count on the CFAA to provide
a remedy for that blatant misappropriation. In WEC Carolina Energy Solutions, LLC v. Miller, the federal
appeals court with jurisdiction over Maryland, Virginia and other mid-Atlantic states narrowly construed
the CFAA in a way that does not always reach even egregious misappropriation by current employees.
While the case involved a for-profit company, it is equally applicable to nonprofit employers.
In this case, Miller worked for WEC as a project director and resigned to go to work for a competitor,
Arc Energy. Before he quit, Miller allegedly downloaded to his personal computer WEC’s confidential
information, which he used to make a presentation to a potential customer after he quit. That customer
selected Arc Energy over WEC. WEC sued Miller under the CFAA for misappropriating the confidential
information from its computer system. WEC established that it had a policy prohibiting employees from
misusing confidential information or downloading it to a personal computer. WEC, however, did not
restrict Miller’s authorization to access its confidential information.
The court ruled that the CFAA was designed to target unauthorized “access” to computer information,
not unauthorized “use” of that information. As a result, the court decided that the CFAA only applies
when an individual “accesses a computer without permission or obtains or alters information on a
computer beyond that which he is authorized to access.” The CFAA did not apply to Miller’s actions
because WEC had given him authorization to access the information he took; the fact that he misused
that information in violation of WEC’s policies did not implicate the CFAA.
Although the court candidly noted that its decision “will likely disappoint employers hoping for a means
to reign [sic] in rogue employees,” the CFAA door is not completely shut to combat hacking by current
employees. Depending on the content of your policies, the decision leaves room for an argument that
the CFAA applies if a current employee with unrestricted computer access downloads your information
for the benefit of a third party.
In this regard, in addition to standard “use and access" restrictions, computer policies should
specifically emphasize that employees have no authorization to access your organization’s data on
behalf of outsiders. That way, if a miscreant employee who has broad computer access shares your
confidential information with a third party, there may be an argument that he has exceeded the scope of
his authorized access under the CFAA. The entity on whose behalf the employee obtained the
information also may be on the hook for unauthorized access under an agency theory. Because the
court relied on WEC’s internal policies to define the contours of what constitutes “authorized” access to
its computer data, nonprofit employers should review and tighten their computer use and access
policies. Even if the CFAA does not apply to a particular employee’s computer hacking, there are
common law causes of action (such as breach of fiduciary duty and tortious interference) potentially
available to provide relief. Under those causes of action as well, your computer use and access policies
will play a central role.
*****
For more information, please contact Todd J. Horn at thorn@Venable.com. Mr. Horn is the co-author

of Maryland Employment Law, a book cited by courts and attorneys as a leading reference. Mr. Horn
was selected as the 2011 “Lawyer of the Year” for employment law in Maryland based on peer review
surveys conducted by the rating organization Best Lawyers in America. Based on client interviews,
Chambers USA also ranked Mr. Horn in the top category in employment litigation, reporting that he “is
admired as a fantastic litigator – one of the best in the courtroom, and is very professional and
efficient.”
This article is not intended to provide legal advice or opinion and should not be relied on as such. Legal
advice can only be provided in response to a specific fact situation.
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Know the Risks Before You Head to the Cloud: A Primer on Cloud
Computing Legal Risks and Issues for Nonprofits
A "cloud" solution is generally typified by remote access to computing resources and software
functionality and frequently involves the storage and maintenance of related data. Today, cloud
computing facilitates applications, e-mail, peer-to-peer communication, content sharing, and electronic
transactions or storage for nonprofits. In many respects, the “cloud” has become a synonym for the
“Internet” as cloud computing now encompasses nearly all available computing services and
resources.
Cloud offerings utlilized by nonprofits tend to come in three flavors. Infrastructure as a Service (IaaS)
offerings deliver information technology infrastructure assets, such as additional computing power or
storage. Platform as a Service (PaaS) offerings provide a computing platform with capabilities, such as
database management, security, and workflow management, to enable end users to develop and
execute their own applications. And, Software as a Service (SaaS) offerings provide software
applications on a remotely accessible basis. SaaS offerings are probably the most commonly
understood type of "cloud" solution.
Cloud computing solutions can avoid the traditional need to invest in computer hardware and software
resources required for on-site computing power and related storage equipment and space. Costs
therefore evolve from capital expenditures for information technology equipment and resources to
operating expenses for the cloud providers’ fees. Cloud computing also can minimize the need for onsite, technical support service expertise that would traditionally be required to implement, maintain, and
secure computer hardware and software resources. Consequently, cloud computing offers nonprofits
software and storage capacity and capability without the need to invest in as much infrastructure,
personnel, and software licensing.
These benefits create flexibility and potentially lower costs for the cloud customer. It is therefore not
surprising that this type of computing solution has rapidly become a key component to the operation of
many nonprofit organizations. Despite these potential benefits, cloud computing doesn't come without
risk. Below is a list of legal risks and issues for a nonprofit to consider when procuring or using a cloud
solution. These risks and issues can appear as either a contractual or an implementation issue.
Take It or Leave It. Many cloud solution agreements are non-negotiable or more favorable to the
provider than the end user, which places a greater emphasis on pre-negotiation analysis in order to work
around inflexible contracts.
All Services, All the Time. All computing and software providers are morphing into service providers,
and this change may impact the fee structure, term length, and available warranties.
Law Is Behind the Times; Contracts Even More Important. Existing laws and governance models
have not kept pace with technological development, and this may leave the contract as the only means
for dispute resolution.
It's All Online. Privacy and information security concerns will only increase with cloud usage.
Less Control of Subcontractors. Cloud providers tend to use subcontractors for hosting, storage, and
other related services, and these subcontractors may not be readily known or otherwise liable or
responsible for performance under the agreement.
Some Things May Not Be Worth the Risk. The inherent risks associated with cloud computing may
make its utilization inappropriate for mission-critical I.T. services or resources
Not Everybody is on the Same Page. Different cloud solutions on different hardware may increase
the possibility of incompatibility with outside software or network systems, i.e., compatibility will be
dictated by the provider and not by the customer.

Know Your SLAs. Service level agreements (SLAs) vary and may be inadequate and unchangeable.
General Outages May Be Likelier. Shared resources may increase susceptibility to a single-point of
failure.
Only What You Need. The terms of a license agreement may not fit the service being offered, e.g.,
cloud providers may grant themselves a greater right to use a customer’s data or materials than
necessary to provide the cloud solution.
Own Your Data. It will be more imperative than ever to hold on to the ownership and secrecy of data
and materials used with the cloud solution in order to retain rights and ensure confidential treatment.
Don't Allow a Vendor to Have Zero Responsibility. Be wary of excessive disclaimers and limits and
seek the implementation of a credit or refund structure to address outages and downtime.
Am I Covered? Check available insurance policies and consider the insurance policy of the cloud
provider to determine if it covers business interruption caused by vendor failure.
Know the Exits. Know how to terminate a relationship with a cloud provider and plan for how such
termination will unfold in order to minimize disruption caused by transitioning to a new service provider.
Where's Your Data? Understand where a copy of all stored data is physically located.
Seek Jurisdictional Clarity. Data transfer is easy and can create jurisdictional issues because the
sites where data is located or transferred and where the related services are performed or received can
and will typically be different.
You Need Access to Your Data. Know how to access, audit, hold, and retrieve all data or understand
the limits on such data access because regulations and e-discovery rules may mandate particular data
storage, protection, and transfer protocols.
Don't Forget Compliance with Law. Regulatory compliance may extend to the cloud provider,
particularly, for health, financial, educational, or children’s data, and laws and regulations governing
privacy and information security.
Rules Are Different Overseas. The United States has more permissive data and database rules than
many other countries, particularly by comparison to Europe, where greater restrictions and rights exist.
Will It Still Be There When Disaster Strikes? Understand the cloud providers' business continuity
and disaster recovery practices.
Incorporate Overall Risk Management Strategies. Cloud computing risks may expand the notion of
risk from I.T. management to operational management or regulatory compliance.
Everybody Is a Renter. Limited-term software licenses will become the norm with customers not
having any ownership rights in the software copy being licensed.
Courts, governmental authorities, and industry standard-setting bodies may address some of the
foregoing concerns. But, until then, nonprofits considering cloud computing solutions will need to look
to their written contracts as the primary vehicle to protect their rights and ensure performance.
Moreover, careful due diligence of cloud providers becomes key. Nonprofits therefore should consider
multiple providers and should not make decisions based purely on cost. Instead, nonprofits should
seek references and involve their key decision-makers and outside advisors to assist with the
procurement process in order to ensure a thorough evaluation of the potential risks and issues with
cloud computing.
A.J. Zottola is partner in Venable LLP’s Technology Transactions & Outsourcing Practice, and he
works regularly with the firm's nonprofit clients. For more information, contact Mr. Zottola at 202-3448546 or ajzottola@venable.com.
This article is not intended to provide legal advice or opinion and should not be relied on as such. Legal
advice can only be provided in response to specific fact situations.
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How Nonprofits Can Avoid the Legal Pitfalls of Telecommuting
Employees
As technology for the home office improves, more nonprofits and employees are taking advantage of the
benefits of telecommuting. Laptops are lighter, faster, and more portable. Smartphones, iPads, and
other e-readers continue to sell in record numbers. Cloud computing enhances colleagues’ ability to
share information efficiently. Video conferences are becoming the norm, not the exception. These
technological advances, when combined with the growing concerns over gasoline prices and work-life
balance, make telecommuting a very attractive option for many nonprofits and their employees.
Of course, federal and state labor laws still apply to the telecommuting employee. Whether a nonprofit
should, or in some cases must, permit telecommuting depends upon an analysis of the unique issues
that telecommuting raises under federal and state law. Set forth below is an overview of some of the
logistical and legal issues nonprofits should consider when creating or reforming their telecommuting
programs.
Which Positions Are Best Suited for Telecommuting?
No matter the technological developments, telecommuting will likely never be appropriate for every
employee. For example, it is very unlikely that a nonprofit’s receptionist could perform his or her duties
while telecommuting. Similarly, employees performing client intake services may need to physically
perform their duties at the job site. In contrast, positions which primarily entail the electronic transfer of
documents or other information are typically better suited for telecommuting, subject to proper
safeguards for confidentiality and client privacy. Other common characteristics of roles fit for
telecommuting include a low need for direct supervision or guidance, limited face-to-face interaction, and
easily measured performance benchmarks such as quantity of output instead of actual time spent at
the job site.
Wage and Hour Requirements
The Fair Labor Standards Act (“FLSA”) and its state law counterparts raise issues for how nonprofits
monitor the work schedules of their telecommuting employees. Assuming an employee is not exempt
from the overtime wage law, he or she must be paid time-and-a-half for all hours worked beyond 40
hours in a workweek. Additionally, employers are required to maintain accurate records of the hours
their employees work.
Given the inherent difficulty of monitoring the work hours of a telecommuting employee, some
employers offer telecommuting to exempt employees only. However, an across-the-board prohibition
against telecommuting for non-exempt employees may give rise to a disparate impact claim depending
upon the demographics of a nonprofit’s workforce. As an alternative, many nonprofits create something
akin to a virtual sign-in sheet, requiring their telecommuting employees to log-in and log-out of a webbased program at the beginning and end of their work day. Other nonprofits simply require that their
telecommuting employees receive authorization from their manager prior to working beyond 8 hours in a
workday or 40 hours in a workweek. However, in the event a telecommuting employee works overtime
without proper authorization, the employer may not simply refuse to pay the employee overtime wages.
Instead, the employer must still pay the employee overtime wages and treat the violation of the
telecommuting policy as a disciplinary issue.
Occupational Safety and Health Issues
The Occupational Safety and Health Act (“OSHA”) creates recordkeeping and workplace safety
requirements for most employers, including many nonprofits. In contrast to the traditional work
environment, the employer is typically absent when an injury to a telecommuting employee occurs. In
addition, it is necessarily more difficult for an employer to monitor the safety of a telecommuting
employee’s workspace.

The employer’s obligation to provide a safe work environment is balanced against the telecommuting
employee’s right to privacy in his or her home. Accordingly, an employer is not obligated to inspect a
telecommuting employee’s home office. However, a nonprofit’s telecommuting policy should
nonetheless help promote a safe home office environment. The policy should state that the
telecommuting employee is responsible for ensuring that his or her workspace complies with the same
safety requirements for the employer’s site. The policy also should acknowledge that the
telecommuting employee either has been provided equipment from the employer or has assumed
responsibility for the safety of his or her own equipment.
Workers’ Compensation Laws
Although the specific statutes vary among different states, workers’ compensation laws generally
require that an employer compensate its employees for injuries sustained in the course and scope of
employment. Nonprofits may find it more difficult to ascertain whether an injury occurs in the course
and scope of employment for telecommuting employees. Unlike with injuries at the employer’s site,
there are usually no witnesses when a telecommuting employee is injured at his or her home. In order
to curb against the risk of fraudulent injury reports, the telecommuting policy should require that workrelated injuries be recorded within a certain number of hours of the occurrence and that the employee
make his or her home work-space available for inspection following the injury.
Implications of the Americans with Disabilities Act
The Americans with Disabilities Act (“ADA”) prohibits workplace discrimination based upon an
employee’s disability. Assuming that an employee meets the ADA’s definition of disabled, nonprofits
with 15 or more employees must reasonably accommodate the employee so long as such
accommodation does not result in an undue hardship for the employer. In the telecommuting context,
the most critical question is whether the disabled employee can perform the essential functions of his or
her job from home. Common considerations include whether: (1) the employee regularly meets with
clients or customers; (2) the employee supervises other employees and/or regularly meets in person
with a team of co-workers; and (3) the employee’s productivity or quality of work will suffer if he or she is
permitted to telecommute.
In light of these concerns, nonprofits should ensure that they have written job descriptions which clearly
set forth the essential job functions of each position. As part of the interactive process, a nonprofit
should refer to an employee’s job description when explaining whether it permits the employee to
telecommute as a reasonable accommodation. An employer is not necessarily required to permit
telecommuting merely because it is the employee’s preferred reasonable accommodation. In one
recent case, an employee requested that she be permitted to telecommute because her disability
required that she lay down periodically during the workday. Although the employer denied her request,
the employer did not violate the ADA because it provided the employee with a cot in her office as an
alternative reasonable accommodation for her disability.
Anti-Discrimination
Federal and state laws prohibit discrimination based upon an employee’s membership in a protected
class, including an employee’s race, gender, national origin, religion, disability, age, and marital status,
among others. In particular, telecommuting raises concerns of potential disparate impact claims.
Unlike intentional forms of discrimination, disparate impact claims typically arise from a company-wide
policy which adversely, albeit unintentionally, affects a disproportionate number of employees who are
members of the same protected class.
For example, a nonprofit may require its telecommuting employees to dedicate an entire room in their
homes as their work-space. At first glance, this policy may seem harmless. However, what if only the
most affluent employees can afford to cordon an entire room in their homes for telecommuting
purposes? Depending upon the socioeconomics of a nonprofit’s work-force, this hypothetical
telecommuting policy may disproportionately exclude members of various protected classes. In order
to safeguard against a disparate impact claim, nonprofits should either allow all employees in a given
position to telecommute, or alternatively, determine a number or percentage of such employees who are
permitted to telecommute on a first-come, first-served basis. Nonprofits also should document all
telecommuting requests and decisions so that the non-discriminatory administration of its
telecommuting policy is memorialized. Finally, nonprofits must ensure that all compensation schedules
and benefit programs are uniform, regardless of whether an employee telecommutes.
Medical Leave Needs

Under the Family Medical Leave Act (“FMLA”), qualified employees are permitted up to 12 weeks of
leave time during any 12-month period in order to receive care for a serious health condition; to care for
a spouse, child, or parent; or following the birth or adoption of a new child. An employer is subject to
the FMLA’s requirements so long as it employs 50 or more employees at a worksite or within 75 miles
of such worksite. For telecommuting employees, their “worksite” is not their home. Rather, for
purposes of the FMLA, their worksite is the office to which they report.
The most common problem arises when employers use telecommuting to pressure employees not to
take medical leave. Although tempting, employers cannot require or otherwise coerce employees to
telecommute in lieu of taking medical leave as permitted under the FMLA. However, employers can still
offer (but not require) a reduced leave schedule with telecommuting as an option.
Privacy Issues
Telecommuting policies must balance an employee’s right to privacy against the employer’s need to
monitor the employee’s performance. Generally, a person has a valid privacy right in any matter which
he or she can “reasonably expect” to remain private. Accordingly, any telecommuting policy must set
forth the employee’s unequivocal acknowledgment that various facets of his or her home work-site may
be monitored unexpectedly, including his or her use of the employer’s computer, telephone lines, or
other equipment.
Protection of Confidential and Proprietary Information
Another concern telecommuting raises is the risk of unauthorized disclosure of confidential and
proprietary information. Unlike work performed at the employer’s work-site, there is often no way of
knowing who outside the employer’s organization is privy to sensitive information at the employee’s
home. Therefore, it is strongly recommended that any telecommuting policy include a non-disclosure
agreement applicable to all information and materials used or prepared in connection with the
telecommuting program. Nonprofits also should consider whether to implement stronger password and
other security measures than those used at their work-sites. Furthermore, home office equipment such
as computers and other devices containing work product and sensitive employer information should be
dedicated for work-related activities only.
Income Taxes
Telecommuting raises tax issues where an employee telecommutes from a different state than where
his or her employer is located. Although tax laws vary widely amongst the different states, income is
traditionally taxable wherever it is earned. However, at least one state has departed from this norm. In
2005, New York State’s highest court held that, under the state’s tax law, all of an employee’s wages
were subject to tax in New York despite the employee having telecommuted from his home in
Tennessee during 75% of the time he worked for his employer located in New York. The decision
suggests that wages are “earned” wherever the employer is located unless the interstate work was
performed out of necessity rather than convenience to the employee. Unfortunately, there is no blanket
answer for all states, and employers must evaluate their home state’s tax laws to ensure compliance.
Tort Liability
In most cases, employers bear responsibility for injuries and damage to property as a result of their
employees’ negligence, especially if such injury or damage occurs on the employer’s property.
Telecommuting asks whether the same is true for harm to a third party at an employee’s home. Take,
for example, the courier who slips on the snowy steps outside an employee’s front door while delivering
a package of work-related documents. In some cases, the employer will bear responsibility for his
injuries.
In order to protect against such claims, nonprofits should make sure that their liability insurance
policies cover the telecommuting employee’s home when used in the course and scope of employment;
be sure to consult all potentially applicable policies (e.g., commercial general liability insurance,
property insurance, directors and officers liability insurance). In addition, nonprofits may require as a
condition of telecommuting that employees secure liability coverage for such injuries as part of their own
homeowner’s or renter’s insurance.
Zoning Laws
Depending upon the employee’s responsibilities, applicable zoning laws and regulations may prohibit
the employee from performing his essential job functions in his or her home. Many cities’ zoning laws
and regulations limit or restrict the operation of home businesses. In some cases, such laws and
regulations will require that the employee secure a permit or license before engaging in specific work

activities within his or her home. If so, nonprofits should consider whether they or their employees will
bear responsibility for securing the necessary permits or licenses.
Recommended Components of any Telecommuting Policy
In addition to the considerations outlined above, it is strongly recommended that any employer’s
telecommuting policy also include the following:
■
A clear definition of “telecommuting” for purposes of the telecommuting policy and any related
agreements between the employer and employee (i.e., does telecommuting include work at home
only, or does it also include other off-site locations?)
■
Easy-to-understand eligibility requirements (e.g., minimum length of employment and the employer’s
considerations for whether an employee’s position is fit for telecommuting)
■
The steps of the telecommuting approval procedure
■
That participation in the telecommuting program is a privilege and not a right, subject to revocation at
any time for any lawful reason
■
That the abuse of telecommuting can result in disciplinary action, including termination of
employment
■
The employer’s right to monitor and inspect the home work environment
■
A non-disclosure and confidentiality agreement
■
The employer’s right to change the terms of its telecommuting policy
■
That the telecommuting employee is expected to meet the same performance standards as on-site
employees

Given the growing prevalence of telecommuting and the advances in related technology, nonprofits
should look for changes in the labor and employment laws that affect telecommuting employees. As
explained above, many state laws vary from both different jurisdictions and their federal counterparts.
As always, it is recommended that nonprofits consult with legal counsel to ensure compliance with their
specific jurisdictional requirements.
For more information, please contact Jeff Tenenbaum at jstenenbaum@Venable.com, David Warner
at drwarner@Venable.com, or Nick Reiter at nmreiter@Venable.com.
The authors are attorneys in the law firm of Venable LLP. This article is not intended to provide legal
advice or opinion and should not be relied on as such. Legal advice can only be provided in response
to specific fact situations.

