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 CAE Credit Information 

*Please note that CAE credit is only available to 

registered participants of the live webinar.  

 

As a CAE Approved Provider educational program related to the 

CAE exam content outline, this program may be applied for  

1.5 credits toward your CAE application or renewal professional 

development requirements. 
 

Venable LLP is a CAE Approved Provider. This program meets the requirements for fulfilling the professional 

development requirements to earn or maintain the Certified Association Executive credential. Every program 

we offer that qualifies for CAE credit will clearly identify the number of CAE credits granted for full, live 

participation, and we will maintain records of your participation in accordance with CAE policies. For more 

information about the CAE credential or Approved Provider program, please visit www.whatiscae.org. 

Note: This program is not endorsed, accredited, or affiliated with ASAE or the CAE Program. Applicants may 

use any program that meets eligibility requirements in the specific timeframe towards the exam application or 

renewal. There are no specific individual courses required as part of the applications—selection of eligible 

education is up to the applicant based on his/her needs. 

 

 

http://www.whatiscae.org/
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Upcoming Venable Nonprofit Events 
Register Now 

 

September 16, 2014 – What’s Ahead for 2015: 

Preparing Your Nonprofit's Group Health Plan for 

the Employer Mandate  
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Agenda 

 The Cyber Threat Landscape 

 Top 4 Risks to Nonprofits 

 Risks Are Getting Riskier… 

– Part 1: Top 4 Industry Trends 

– Part 2: Top 4 Legal Developments 

 Ten Steps to Mitigating Privacy and Data Security 

Risks 

 Cyber Insurance 

 Cyber Risks on the Horizon 

© 2014 Venable LLP 4 



5 

The Cyber Threat Landscape 
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Four Horsemen of the “Cybocalypse” 
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What’s the “Catch”? 
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Information Targeted by Attackers 
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But I’m Just a Nonprofit…What Do I 

Have to Fear? 
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Top 4 Risks to Nonprofits 
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Financial Costs of a Data Breach 

 Forensic consultants 

 Lawyers 

 Call centers 

 Credit monitoring 

 Public relations crisis 

response and repair 
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Reputational Damage 

 Front page news  

 Notifying donors, 

employees, consumers, 

government agencies 

 Public outcry 

 Erosion of donor trust  

 Antipathy of service 

constituency; boycotts 
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Government “Fine”-Tuning 

 Watchdogs have a lot to watch in today’s 

nonprofit world:  

– Electronic solicitations (CAN-SPAM) 

– Donation platforms (breach laws)  

– Donor list management (privacy policies) 

– Social media outreach (COPPA)  

 Government handing out fines to nonprofits 
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A Not-So-Class Act:  

More Privacy/Data Security Lawsuits 

 Organizations have been 

sued for:  

– Failing to maintain 

reasonable data security 

– Collecting personal 

information with payment 

– Sharing data with third 

parties 

– Mobile device practices 
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Risks Are Getting Riskier… 

Part 1: Top 4 Industry Trends 
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Data Collection:  

Turn up the Volume of Data Flow 

 Online giving: fastest 

growing fundraising 

channel for nonprofits 

 Social media: key to 

donor and constituent 

engagement  

 Move to mobile and 

“internet of things”:  

geolocation and more 
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The Growing Uses of Data:  

More of It, More from It 

 

 Big Data: Opening the 

door for analytics and 

predictive modeling 

– Boost donor network and 

fundraising opportunities 

– Extend reach of services 

and solicitations 

– Develop new products 

and services 
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Data Transfer and Storage:  

All Systems Cloud and Clear 

 Nonprofits gain from hosted IT 

services and cloud-based 

solutions that cut costs and free 

up resources. 

 More vendors means more  

third-party access to data.  
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 Data sharing fosters 

collaboration within and 

beyond the organization. 
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The Growing Value of Data 

 Data revolution driving all decision-making for 

entities and individuals alike 

 Growing dependence on data boosts ROI for 

cybercriminals 
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Risks Are Getting Riskier… 

Part 2: Top 4 Legal Developments 
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Legislative and Enforcement Push 

after High Profile Breaches 

© 2014 Venable LLP 20 



21 

Security Standards for a New World 

 Data security 

– Duty of care: Be REASONABLE  

 Cyber security  

– NIST framework for critical infrastructure  

– De facto standard of care for everyone else? 

 Preparation 

– Incident response planning a must 
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State Government Watchdogs:  

Lots of Bark and Lots of Bite 

 Innovation means new 

practices  

 New practices mean 

more scrutiny 

 Privacy policies, terms of 

use, types of data 
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Expect the Unexpected:  

The Evolving Privacy Landscape 

 Expansion of PII 

(geolocation, biometric) 

transforming nature of 

privacy 
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 Government surveillance 

revelations driving public 

sensitivities 
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Summary 

 Top 4 Risks to Nonprofits 

– Cost of a breach 

– Reputational damage 

– Government fines  

– Class action lawsuits 

 Risks Getting Riskier: Industry Trends and Legal 

Developments 

 Top 4 Industry Trends 

– Data collection; use; transfer/storage; value 

 Top 4 Legal Developments 

– Legislative/enforcement push; data/cyber standards; 

UDAP enforcement; shifting expectations of privacy 
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Ten Steps to Mitigating Privacy 

and Data Security Risks 
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Ten Steps to Mitigating Privacy/Data 

Security Risks: #1 

 

 

 

 

1) Accept that this is an enterprise-wide risk, 

not just an IT issue. 

 Stakeholders include but are not limited to the 

Boardroom, HR, Audit, IT and Legal. 
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Ten Steps to Mitigating Privacy/Data 

Security Risks: #2 

2) Establish technical expertise in or reporting 

to the board. 

 This is primarily a governance issue that must 

be addressed from the top down in any 

organization. 

 Establish a line of sight into the board, 

translating in layman’s terms both technical 

and legal jargon. 
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Ten Steps to Mitigating Privacy/Data 

Security Risks: #3 

3) Identify your organization’s most critical data 

assets. 

 Where do these assets reside? 

 Who has access to these assets? 
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Ten Steps to Mitigating Privacy/Data 

Security Risks: #4 

4) Identify vendors used for business functions 

involving critical data assets. 

 Seek to transfer risk contractually. 

 Understand where data is stored. 

 Understand the level of vendor security. 

 Require vendor to buy cyber insurance. 
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Ten Steps to Mitigating Privacy/Data 

Security Risks: #5 

5) Defense in depth – assume attackers will 

penetrate your network. 

 Firewalls to protect perimeter 

 Intrusion detection systems 

 Two factor authentication 

 Anti-virus 

 Encryption  
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Ten Steps to Mitigating Privacy/Data 

Security Risks: #6 

6) Encrypt portable devices. 

 Payroll PHI or PII 

 Customer PHI or PII 

 Corporate confidential information 
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Ten Steps to Mitigating Privacy/Data 

Security Risks: #7 

7) Understand your legal obligations. 

 PCI DSS – Credit card data 

 HIPAA – PHI 

 State data breach laws – PII / PHI 

 FTC – Privacy policy 

 EU – Cookies consent 
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Ten Steps to Mitigating Privacy/Data 

Security Risks: #8 

8) Establish a data breach incident response 

plan. 

 Identify the legal department as quarterback. 

 Establish a reporting structure to legal. 

 Set up key legal, IT, forensic, and PR vendor 

relationships. 

© 2014 Venable LLP 33 



34 

Ten Steps to Mitigating Privacy/Data 

Security Risks: #9 

9) Consider an intelligence-led approach on 

security. 

 Active network monitoring 

 Understand who your attackers are and what 

they want. 
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Ten Steps to Mitigating Privacy/Data 

Security Risks: #10 

10) Consider buying cyber insurance. 

© 2014 Venable LLP 35 

WHY? 
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Cyber Insurance 
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Why Buy Cyber Insurance? 

 Despite your best efforts to mitigate, it is 

impossible to prevent a breach. This is about 

resilience. 

 You are liable in the event of a vendor breach of 

your employee or customer PII or PHI. Insurance 

will address. 

 PCI DSS compliance is not a panacea. 

 Balance sheet protection 
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What Does Cyber Insurance Cover? 

 Data breach response costs 

 

Notification 

IT Forensics 

Public Relations 

Credit Monitoring 
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What Does Cyber Insurance Cover? 

 Privacy regulatory action 

 

Defense costs and civil fines from a regulator such 

as the FTC or state attorney general. 
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What Does Cyber Insurance Cover? 

 Civil litigation 

 

Defense costs and damages from a civil action –  

class action from employees or customers, for 

example. 
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Top Ten Q uestions to Ask Your Broker 

1) How much insurance should I buy? 

2) Which insurance carriers do you recommend 

and why? 

3) Does the insurance carrier require you to use 

their own vendor panel or not? If so, who are 

these vendors, and what is their experience? 

4) Are you able to use your own outside counsel in 

the event of litigation? If so, does the insurer still 

seek to cap the hourly rate? 

5) What is the claims experience of the carrier? 
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Top Ten Questions to Ask Your Broker 

6) How does the policy form define personal data? 

7) Are there any privacy exclusions such as 

wrongful collection of data or unsolicited email? 

8) Are data breach response costs sublimited? 

9) Is there any limitation on coverage for vicarious 

risk to vendors? 

10) Is knowledge and notice of a claim restricted to 

the executive team? 
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State of the Insurance Market 

 Over $1 billion in gross written premiums 

 $350,000,000 total insurance capacity 

 Approximately fifty insurers between the US and 

London insurance market underwriting data 

security and privacy risk 

 All policy forms are not the same 

 Indemnity versus vendor approach 
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Cyber Risks on the Horizon 

 “Internet of Things” – Property damage and bodily 

injury 

 

 Big Data 

 

 The Cloud 
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Questions? 

Jeffrey S. Tenenbaum, Esq., Venable LLP 

jstenenbaum@Venable.com 

t 202.344.8138 

 

 

Emilio W. Cividanes, Esq., Venable LLP 

ewcividanes@Venable.com 

t 202.344.4414  

 

  

Benjamin N. Beeson, Lockton Companies 

bbeeson@lockton.com 

t 202.414.2400  

To view an index of Venable’s articles and presentations or upcoming seminars 

on nonprofit legal topics, see www.Venable.com/nonprofits/publications or 

www.Venable.com/nonprofits/events. 

  

To view recordings of Venable’s nonprofit programs on our YouTube channel, 

see www.youtube.com/user/VenableNonprofits. 
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