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.com Disclosures

• https://www.ftc.gov/sites/default/files/attachments/press-
releases/ftc-staff-revises-online-advertising-disclosure-
guidelines/130312dotcomdisclosures.pdf

• Originally published in 2000 and Updated in March 2013, provide 
guidance on what constitutes a clear and conspicuous disclosure 
online
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https://www.ftc.gov/sites/default/files/attachments/press-releases/ftc-staff-revises-online-advertising-disclosure-guidelines/130312dotcomdisclosures.pdf
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Endorsement & Testimonial Guides
The Commission’s Endorsement & Testimonial 
Guides, as revised on December 1, 2009, apply to 
endorsements made in social media.

www.ftc.gov/enforcement/rules/rulemaking-
regulatory-reform-proceedings/guides-concerning-
use-endorsements

http://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/guides-concerning-use-endorsements
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Native Advertising

• December 22, 2015 the Commission issued an enforcement policy 
statement addressing the issue of native advertising.

• https://www.ftc.gov/system/files/documents/public_statements/896
923/151222deceptiveenforcement.pdf

• Native advertising is advertising that is intended to mimic non-
advertising content in style and form.

• Native Advertising: A Guide for Businesses
• https://www.ftc.gov/tips-advice/business-center/guidance/native-

advertising-guide-businesses

https://www.ftc.gov/system/files/documents/public_statements/896923/151222deceptiveenforcement.pdf
https://www.ftc.gov/tips-advice/business-center/guidance/native-advertising-guide-businesses
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https://www.ftc.gov/news-events/events-
calendar/2016/09/putting-disclosures-test

https://www.ftc.gov/news-events/events-calendar/2016/09/putting-disclosures-test


© 2016  Venable LLP 6



© 2016  Venable LLP

Takeaways

• No need to panic: No immediate plans to ban or significantly 
alter disclosure requirements

• Companies encouraged to invest in research to understand how 
consumers understand their disclosures

• Industry encouraged to work to develop icons or other graphic 
means of sharing disclosure information

• In the future, privacy disclosures may be able to be customized 
to specific users ??!!
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Chief Technologist Lorrie Cranor Introduction

• Part of her study is of understanding of privacy disclosures
• Cited to the benefits of studying research in other areas to better 

understand the benefits of privacy disclosures
• Organized a workshop to bring together a wide range of 

speakers from different industries and different backgrounds to 
discuss consumer cognition, recognition and comprehension of 
disclosures, as well as methodologies for measuring disclosure 
effectiveness and the impact of disclosures on consumer 
decision-making
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Chairwoman Ramirez Introduction

• Set the table for the event: noting the day is not about what has 
to be disclosed or what is most effective, but how to evaluate the 
effectiveness of disclosures

• In her view disclosures should grab consumers and be difficult to 
miss

• Disagreed with critics who said no disclosures are effective and 
instead said they can provide important information, particularly 
in the privacy area

• Encouraged businesses to test their own disclosures and follow 
expert studies
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General Panels on Testing

• Michael Wogalter, North Carolina State University: Discussed general 
research with how people process information the Communication-
Human Information Processing (C-HIP) model – looking at basic 
communication theory and human information processing theory
– a feedback loop considering the source, channel, and receiver
– Whether disclosure reached receiver based on attention, comprehension, 

attitudes/beliefs, and motivation
• Ilana Waterman and Craig Andrews discussed different testing 

methods and some limitations of both
– “Incorrect or unreliable research findings can be more damaging than not 

conducting research”
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Panel on Whether People Pay Attention to 
Disclosures

• Nathaniel Evans, U. Georgia. Studied disclosures on kids advergaming.  
Found one written disclosure more effective than none or two (written 
and oral).  Advised to avoid “competing modality”??

• Mariea Grubbs Hoy, U Tennessee.  Eye tracking study of pharma 
disclosures.  Many report reading warnings but few do.

• David Hyman, U Illinois.  Studied sponsored search terms, native ads.  
Many terms not understood.  Paid and ad best.

• Rebecca Balebako, RAND Corporation.  Studied timing with 
smartphone app privacy notices.  Disclosure must be salient.  Best 
presented before or during app use
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Nathaniel Evans, U. Georgia
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Nathaniel Evans, U. Georgia
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Mariea Grubbs Hoy, U Tennessee

14



© 2016  Venable LLP

Mariea Grubbs Hoy, U Tennessee
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David Hyman, U Illinois
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Rebecca Balebako, RAND Corporation
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Rebecca Balebako, RAND Corporation
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Comprehension Panel

• Daniel Goldstein, Microsoft.  Presenting unfamiliar numbers more 
readily uinderstood when put into perspective

• Elizabeth Howlett, U. Arkansas, front of package nutrition label 
study, comparing objective v evaluative seals

• Susan Kleimann, Kleinmann Communication Group, for the CFPB 
looked at consumer comprehension of financial disclosures

• Joel Reidenberg, Fordham U., studied ambiguous terms in 
privacy policies
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Daniel Goldstein, Microsoft
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Daniel Goldstein, Microsoft
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Daniel Goldstein, Microsoft
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Elizabeth Howlett, U. Arkansas
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Elizabeth Howlett, U. Arkansas

24



© 2016  Venable LLP

Susan Kleimann, Kleinmann Communication Group
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Susan Kleimann, Kleinmann Communication Group
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Joel Reidenberg, Fordham University
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Joel Reidenberg, Fordham University
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Joel Reidenberg, Fordham University
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Joel Reidenberg, Fordham University
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Joel Reidenberg, Fordham University
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Impact on Decision Making Panel

• Lillian Ablon, RAND Corporation, studied consumer satisfaction 
with data breach notifications

• Idris Adjerid, U of Notre Dame, looked at effect of sharing 
information with different privacy policies

• Ginger Zhe Jin, Director, Bureau of Economics, FTC, looked at 
whether consumers altered behaviour based on disclosures

• Adair Morse, UC Berkley, looked at “debiasing” discloaures in 
payday loans
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Lillian Ablon, RAND Corporation
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Idris Adjerid, U of Notre Dame
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Ginger Zhe Jin, Director, Bureau of Economics, FTC
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Ginger Zhe Jin, Director, Bureau of Economics, FTC
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Ginger Zhe Jin, Director, Bureau of Economics, FTC
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Adair Morse, UC Berkley
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Adair Morse, UC Berkley
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Adair Morse, UC Berkley
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Adair Morse, UC Berkley
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Case Studies Panel

• Colin Campbell, Kent State University, studied social media native 
advertising and understanding of disclosures

• Sarah Farnsworth, PEGUS Research, explained label 
comprehension studies conducted by FDA for OTC drug label 
approval

• Manoj Hastak, American University, revisited “up to” studies done 
in windows FTC case

• Heidi Johnson, CFPB
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Colin Campbell, Kent State University
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Colin Campbell, Kent State University
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Colin Campbell, Kent State University
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Colin Campbell, Kent State University
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Colin Campbell, Kent State University
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Sarah Farnsworth, PEGUS Research
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Sarah Farnsworth, PEGUS Research
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Manoj Hastak, American University
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Heidi Johnson, CFPB
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Heidi Johnson, CFPB
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Future of Disclosures Panel

• Serge Egelman, UC Berkley, using user behavior to apply custom 
privacy permission prompts

• Tamar Krishnamurti, Carnegie Mellon, patient centered consent 
forms for clinical research

• Florian Schaub, University of Michigan, researching how to 
effectively simplify disclosures but also make them individually 
relevant
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Serge Egelman, UC Berkley
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Tamar Krishnamurti, Carnegie Mellon
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Florian Schaub, University of Michigan
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Florian Schaub, University of Michigan
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Florian Schaub, University of Michigan
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