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Views expressed are those of the speakers only, and do not 
represent the views of their organizations.

This presentation is for general informational purposes only and does not 
represent and is not intended to provide legal advice or opinion and should 
not be relied on as such.  Legal advice can only be provided in response to 

specific fact situations. 

This presentation does not represent any undertaking to keep recipients 
advised as to all or any relevant legal developments. ATTORNEY 

ADVERTISING.
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The Privacy Phenomenon (Global)
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The Privacy Phenomenon (Global) (c’t’d)

58%
Countries with Legislation

10%
Countries with

Draft Legislation

21%
Countries with 
No Legislation

12%
Countries with

No Data
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The Privacy Phenomenon (US)
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Making Sense of it All….
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CCPA

–Background and Scope of the CCPA

–Consumer Rights & Requirements for 
Businesses and Service Providers

–Draft CCPA Regulations 

–Enforcement and Legal Risks

Related Topics

Questions

Today’s Session
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• How many of you:

• are in compliance with GDPR?

• are in compliance with CCPA?

Question
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Any company that does business in 
California and meets one or more of 

these standards:

Annual gross revenue of more 
than $25 million

Collects or shares personal 
information annually 

from 50,000 consumers, 
households or devices

Derives at least 50% of annual 
revenue from sale of personal 

information

Obligations and limitations extend 
to all personal information

maintained about consumers:

Consumer = any natural person 
who is a California resident

Personal Information = information 
that identifies, relates to, describes, 

is reasonably capable of being 
associated with, or could reasonably 

be linked with consumer or 
household (“PI”)

Scope of the CCPA



Service Provider = a legal entity that is organized or operated for the profit or financial benefit of its 
owners, that processes information on behalf of a business and to which the business discloses a 

consumer’s PI for a business purpose pursuant to a written contract, provided that the contract
prohibits the entity receiving the information from retaining, using, or disclosing the PI for any 

purpose other than for the specific purpose of performing the services specified in the contract.

Third party = a person who is not (1) the business that collects PI from consumers; (2) a person to 
whom the business discloses PI for a business purpose pursuant to a written contract.

Service Providers and Third Parties
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Affiliates

Affiliates can be part of a single “business” only if:

– An affiliate “controls or is controlled by” the business and

– Shares common branding with the business

• “Common branding” means a shared name, servicemark, or trademark

Affiliates within a single business:

– Can share personal information without providing an opt-out

– BUT access and deletion requests will apply across the business
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• Information that:
• Identifies, relates to, describes,
• Is reasonably capable of being associated with, or
• Could reasonably be linked, directly or indirectly,
• With a particular consumer or household

Definition of Personal Information

• Identifiers including name, postal address, online identifier, IP address
• Unique, persistent identifier to recognize a device linked to a consumer or family, over time 

and across services, including cookies, customer number, unique pseudonym, and other 
persistent or probabilistic identifiers

• Geolocation data
• Internet and other network activity information, including browsing, search, and usage data

Selected Examples (that are personal information if they meet the functional definition)

Scope of Personal Information
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General exceptions to the CCPA include activities required to:

Comply with 
federal, state, 
or local laws

Comply with 
civil, criminal, 
or regulatory 
investigation

Cooperate 
with law 
enforcement

Exercise or 
defend legal 
claims

The CCPA also does not apply to:

Personal 
information 
that is 
aggregated or 
de-identified

Publicly 
available 
information

General Exceptions General Exceptions

Information 
covered by 
GLBA, CalFIPA
and the FCRA
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Temporary Exceptions: HR data and B2B data

Until January 1, 2021, most portions of the CCPA do not apply to certain HR and B2B 
data.

• Many of the CCPA’s requirements will not apply to personal information 
collected about job applicants and employees so long as that information is 
used solely within that person’s role or former role with respect to the business. 
Businesses are still required to inform consumers of the categories of personal 
information collected and the purposes for which those categories are used. 

• Still need to provide opt-out for business contacts.
• Private right of action still applies.
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– Consumer right to request certain information about practices, and specific pieces of personal information

– Consumer right to request deletion of personal information, with some exceptions

– Consumer right to opt out of “sales” of personal information

• “Do Not Sell My Personal Information” link and webpage 

– Verification of consumer requests

• Specific categories of personal information

• Specific pieces of personal information

– Training for businesses handling CCPA requests and record keeping of CCPA requests

– Implementation requirements

Key Requirements
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Consumer Rights: Access and Deletion

• Access: Consumers can request categories and specific pieces of personal 
information collected, as well as sources of data and third parties that 
companies shares data with (i.e., “sales”).  Typical timeline is 45 days to respond.

• Deletion: Consumers can request that companies delete personal information 
collected from them, with some exceptions.  

• Companies may be able to leverage EU tools to meet CCPA obligations
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 On October 10, 2019, California Attorney General Xavier Becerra issued Draft Regulations 
implementing the CCPA.

 The Draft Regulations are subject to a public comment period and public hearings that will 
close on December 6, 2019, after which they may undergo further revisions before 
becoming enforceable in 2020. 

 The Draft Regulations contain some clarifications, and include some additional obligations 
beyond the CCPA’s current requirements. 

Draft Regulations
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 Among other key aspects, the proposed CCPA regulations include that:

– Businesses must make available two or more methods to opt-out of the sale of PI, including, at 
a minimum, an interactive webform accessible via a link titled “Do Not Sell My Personal 
Information” or “Do Not Sell My Info” and a method that reflects how the business primarily 
interacts with consumers.  

• Businesses must act on opt-out requests no later than 15 days from the date of receipt of 
the request.

– All businesses must establish, document, and comply with a reasonable method for 
verification, which may include the use of a third-party verification system. 

– Businesses may require authorized agents used by consumers to submit requests to know or 
delete to be provided with written permission to do so.  Businesses may require that consumers 
verify their identity directly with the business. 

– A financial incentive is a discriminatory practice if a business treats a consumer differently for 
exercising a right conferred by the CCPA.  However, a business may offer a price or service 
difference if it is reasonably related to the value provided to the business by the consumer’s data.

Draft Regulations (Cont’d)
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CCPA Enforcement and Penalties

• The California Attorney General may bring suit against a business to enjoin any conduct that 
violates a provision of the CCPA or obtain civil penalties of $2,500 per violation or $7,500 
for each intentional violation.

• 30-day cure period applies.

California Attorney General Enforcement

• Any consumer whose nonencrypted and nonredacted PI is subject to unauthorized access, 
exfiltration, theft, or disclosure as a result of the business’s violation of the duty to implement 
and maintain reasonable security procedures and practices appropriate to the nature of the 
information to protect the PI may institute a civil action for:

• Injunctive relief, any other relief the court deems proper; and/or the greater of damages in 
the amount of $100 - $750 per consumer per incident or actual damages.

• 30-day cure period applies.

Private Right of Action
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 Businesses should consider whether they are “selling” personal 
information.

 Businesses should remain aware of obligations under the CCPA 
that require action by the enforcement date as well as 
exemptions that apply to their business.  

 Businesses remain abreast of CCPA news that will help their 
business adapt efficiently to the new landscape as the CCPA 
and the Regulations are finalized.

 Businesses should consider building a scalable privacy program 
based on established privacy principles. 

Key Takeaways
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• Disclose clearly to consumers 
who you are and how you will 
share their information.

• Monitor lead sources for 
deceptive claims and other 
warning signs like complaints.

• Vet lead buyers and avoid selling 
remnant leads to buyers with no 
legitimate need for sensitive 
data.

• Keep sensitive data secure.

• GLBA Rulemaking to add 
“Finders” to Scope of Privacy 
and Safeguards Rules

FTC Focus on Lead Generation Privacy and Data Security 
through FTC Act (UDAP), Telemarketing Sales Rule, and 
GLBA
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• Who can be held liable

 Publisher

 Affiliate Network

 Service Provider

(FTC v. LeanSpa, FTC v. 
Inbound Call Experts, 

FTC v. Five Star Auto)

• Who is making the offer

(FTC v. Mallett)

What is being offered

(FTC v. Expand, US v. 
Consumer Education.info)

Security of Consumers’ 
Personal Data

(FTC v. ValueClick)

How data would be used

(FTC v. Blue Global)

FTC Focus on Deceptive Claims To Consumers
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“Lessons” for Users of Leads From Lead 
Generators

According to the FTC Director of Consumer Protection the five “lessons” for users of 
leads from lead generators are:

1. Exercise Due Diligence

2. Establish Contractual Requirements and Service-Level Standards for Compliance and 
Performance

3. Reserve Audit Rights

4. Monitor Vendors and Take Action; and

5. Require Vendors to Maintain Same Standards with Subcontractors

How will sellers meet these requirements if implemented by buyers?
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Recent Example:

• Allegations:

– Falsely representing affiliation with 
military

– False representations on sharing of 
data and contact information

– Do Not Call Registry Telemarketing 

• False representations of 
endorsement by military, 
independent advisor, or 
employer

• Impact:

– $30m in consumer redress

– System to review all materials 

– Prohibition on misrepresentations 
about benefits of product and 
services

What’s Generating FTC Enforcement Actions?:   A 
Continued Focus on Lead Generation and Telemarketing

Additional Examples:

• Customer review fraud

– Attempts to drive positive results and no 
disclosure of material connections in 
endorsements and reviews

• Influencer campaigns

Note:  Strong internal push for stronger 
settlements

25



FTC Staff Public Encouragement of Best Practices
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Consumer Financial Protection Bureau:  Technical and 
UDAAP

 Supervisory exams and nonpublic investigations continue to focus on advertising and marketing 
practices

– Consumer Financial Protection Act (“UDAAP”)

– Telemarketing Sales Rule

– GLBA Privacy Rule 

– Substantive Consumer Financial Law (e.g., TILA)

 Interest in “bait advertising,” affiliate marketing, facial claims regarding products and services

– Verticals in focus:  debt relief services, tax debt relief, credit repair, mortgage advertising 
and practices, credit card marketing, lump sum payments for military pensions, student 
loans
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Resources available at Venable.com
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LeadsCouncil Information and Membership @ LeadsCouncil.com
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This document is published by the law firm Venable LLP. It is not intended to provide 

legal advice or opinion. Such advice may only be given when related to specific fact 

situations that Venable has accepted an engagement as counsel to address.
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