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Security for 
Enterprises



Enterprise Planning
Plan telework-related security policies and controls based on a zero-trust 
model.

• Encrypt client devices’ storage, encrypt all sensitive data stored on client 
devices, or don’t store sensitive data on client devices

• Use strong authentication, preferably multi-factor, for enterprise access
• Use encryption technologies to protect the confidentiality and integrity of 

communications
• Authenticate each endpoint to the other to verify their identities

Develop a telework security policy that defines telework, remote access, 
and BYOD requirements.

• Define in the policy which forms of remote access are permitted and how 
the remote access servers will be administered

• Make risk-based decisions about what levels of remote access should be 
permitted from which types of telework client devices

Questions? Email karen@scarfonecybersecurity.com



Enterprise Implementation
Ensure that remote access servers are secured effectively and configured to enforce 
telework security policies.

• Keep remote access servers fully patched
• Only allow remote access servers to be managed from trusted hosts by authorized 

administrators
• Carefully choose the placement of each remote access server

Secure organization-controlled telework client devices against common threats, 
and maintain their security regularly.

• Ensure all types of telework client devices are secured, including smartphones 
and tablets

• Include all of the local security controls used for non-telework client devices, such 
as applying updates promptly, disabling unneeded services, and using anti-
malware software (for desktops and laptops)

• Use additional security controls, such as encrypting sensitive data stored on the 
devices

Questions? Email karen@scarfonecybersecurity.com



Additional Resources
• NIST SP 800-46 Revision 2, Guide to Enterprise Telework, Remote 

Access, and Bring Your Own Device (BYOD) Security
• NIST SP 800-77 Revision 1 (Draft), Guide to IPsec VPNs
• NIST SP 800-52 Revision 2, Guidelines for the Selection, Configuration, 

and Use of Transport Layer Security (TLS) Implementations
• NIST SP 800-111, Guide to Storage Encryption Technologies for End User 

Devices
• NIST SP 800-124 Revision 1, Guidelines for Managing the Security of 

Mobile Devices in the Enterprise
• NIST SP 800-40 Revision 3, Guide to Enterprise Patch Management 

Technologies
• NIST SP 1800-4, Mobile Device Security: Cloud and Hybrid Builds
• NIST SP 1800-21 (Draft), Mobile Device Security: Corporate-Owned 

Personally-Enabled (COPE)

Questions? Email karen@scarfonecybersecurity.com



Security & Privacy



Virtual Meeting Security
 First Rule: use common sense
 Second Rule: use common sense
 Follow your organization’s rules
 The toothpaste won’t go back in the tube
 Not all calls are created equal
 Low

o Beware of lurkers
 Medium

o Simple things go a long way
 High

o Your mission if you choose to accept it

Questions? Email jeff.greene@nist.gov



Telework Security Basics
 First Rule: use common sense

 Second Rule: use common sense

 Follow your organization’s rules

 Build a wall

 Dig a tunnel

 Post a guard

 Plug the holes

 Be suspicious

Questions? Email jeffrey.greene@nist.gov



Additional Resources
Blogs

• https://www.nist.gov/blogs/cybersecurity-insights/preventing-
eavesdropping-and-protecting-privacy-virtual-meetings

• https://www.nist.gov/blogs/cybersecurity-insights/telework-security-
basics

Questions? Email jeffrey.greene@nist.gov
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The way we work
has changed
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MOST COMPANIES ARE MID-TRANSFORMATION

Cloud / Mobile Era

14

SaaS and Mobile 
Apps

PC’s, Laptops, Tablets, 
Smartphones, Connected Things

Work Anywhere, Contractors, 
Multi-Generational Workforce

Branch Operations, and 
Hybrid-Multi Cloud

Multiple Cloud 
Storage Zones

On-Premise + ERP 
Apps

Company-Issued 
Desktops

Office Workers Datacenter 
On-Premise 

App + Network Traffic
Within Datacenter

On-Site Data 
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Remote Work can complicate life for workers; 
Increased security risk to manage

Traditional 
VPNs are not 
the answer

3+ 
Devices/Day

3+ 
Locations/Day

Multiple 
access 

solutions

BYO and 
unmanaged 
devices are 
considered 

risk

6+ Passwords
25 Accounts



Citrix Workspace: unified experience, 
simplified securitySecure, simplified access and control of apps and data across any device, platform, or cloud

Secure Digital Workspace

Users

IT/
Networking
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CITRIX WORKSPACE
One consumer-like experience across 
every device

Single sign-on to all your apps & data

VPN less approach reduces security risk

Easy to scale and on-board new users

Contextual security & performance





With built in Security & Performance Analytics 



Our Zero Trust Approach to Security 
Provides…

Contextual & 
Secure Access

BYO and Any 
Device Security

Reduced Exposure 
to Internal & 

External Threats

Secure Content 
Collaboration

Governance Risk 
and Compliance

Continuous monitoring and Continuous Assurance



Standards Based Compliance & Certifications

Priority
ISO/IEC 15408 

Certified

GDPR
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Everything
Ch-Ch-Ch-Changes…..

Telework… it’s a thing







Hi-Tech
Communications







Your users ran into a problem using this process, so now they’re just 
going to ignore it.

You can probably figure out how this will go: HINT_NOT_VERY_WELL





© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential



Telework Enablers
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