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This activity has been approved for Minimum Continuing Legal Education credit by the State Bar of 
California in the amount of 1 hour, of which 1 hour applies to the general credit requirement, and by 
the State Bar of New York in the amount of 1 credit hour, of which 1 credit hour can be applied toward 
the Areas of Professional Practice requirement. Venable certifies that this activity conforms to the 
standards for approved education activities prescribed by the rules and regulations of the State Bar of 
California and the State Bar of New York, which govern minimum continuing legal education. 
Venable is a State Bar of California and State Bar of New York approved MCLE provider. 

Disclaimer: This presentation is intended as a summary of the issues presented and is not intended to 
provide legal advice. It is provided for the general information of the attendees. Legal counsel and 
advice should be sought for any specific questions and before taking any action in reliance on the 
information presented. 



Agenda

Part I: Product Development and Monetization

Part II: Applying Truth in Advertising Principles to the Metaverse

Part III: Endorsements, Testimonials, Influencer Marketing

Part IV: Sweepstakes and Promotions

Part V: Where is Consumer Protection Regulation Headed?
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Use Cases
How Brands Create Value in the Tech Universe



Digital Products / NFTs

• Record product information on 
the blockchain

◦ Verifiable product origin information
◦ Supply/production

◦ Design: game and player stats, 
action description

• Results in a unique collectible/
Prevents counterfeit

• Secondary sales

NBA Top Shot: NFT Collectible “Trading Cards”

NFTs (non-fungible tokens) are blockchain-based assets that are non-fungible, indivisible, and 
uniquely identifiable. The movement of NFTs can be tracked from one blockchain address to another 
via smart contracts, which makes it possible to use NFTs to track ownership or licensed rights 
over assets.
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NFTs in Video Games
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Gamers have been purchasing digital assets 
for years
Digital Revenue, Jan to Oct 2020 (and year-over-year changes)
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Promotional Virtual Environments

Virtual Products:
• Explore with an avatar
• Acquire digital versions of real-world goods
• Example: Buy the digital version of a real-world Gucci bag 

for 350,000 Robux crypto (~$4,100 USD)

Gains for the Company:
• Monetization: Revenue / increased earnings
• Customer intelligence

◦ Gauge appeal of a product look or design
◦ Track customer participation

Roblox- Gucci Experience

Image and caption source: https://www.voguebusiness.com/technology/inside-gucci-and-robloxs-new-virtual-world
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Fractional Ownership/Investment

Example: 
Otis Collection LLC
• Sells SEC-secured 

fractional shares
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Group Buying and Shared Ownership

• Group buying
◦ Mid-range or premium brands
◦ Gain information about customer demand, individual purchase patterns, browsing 

histories of people in the group
◦ Allows brands to negotiate rates with manufacturers  better prices for consumers

• Shared ownership 
◦ Luxury brands / valuable items (jewelry, handbags)
◦ Ownership is pass long through the group or treated as an investment to be later sold 

for profit
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Applying Truth In Advertising Principals
Is the Metaverse really all that different from Real Life?



Three Elements of Deception

1. There must be a representation, omission, or practice that is likely to mislead the 
consumer

2. Examine the practice from the perspective of the consumer acting reasonably under 
the circumstance

3. The representation, omission, or practice must be a “material” one

◦ Does it affect the consumer’s conduct or decision with regard to a product or service?  

◦ If so, it is material
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Lessons from Web 2.0
What is Deceptive or Misleading in the Metaverse?
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Product Claims
What is Deceptive or Misleading in the Metaverse?

• Demonstrations of how a virtual product will “fit” or “look”

• Ample precedent in advertising law principles, case law, and competitor challenges 
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FTC Guidance

• .com Disclosures: Information About Online Advertising (May 2000): FTC provided 
guidance on how advertisers should approach consumer protection issues on the Internet, with an 
emphasis on how to make clear and conspicuous disclosures.

• Updated in March 2013 to address technological advances, particularly social media, providing 
a non-exhaustive list with specific examples addressing technologies like Twitter and 
hyperlinks. 

• June 3, 2022: FTC announced that it is seeking public comment for another update.  

• Press release specifically cited concerns about companies that are burying disclosures 
behind hyperlinks and “dark patterns” (technology that operates to coerce users into 
taking actions without full, conscious knowledge of the action they are taking) as 
priorities.

• Specifically states that it wants comments on advertising embedded in games and 
virtual reality.

• Endorsement Guides
• Earnings Claims—FTC Act Section 5, rulemaking
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Deceptive Earnings and Performance Claims / Investments
What is Deceptive or Misleading in the Metaverse?
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Complaint Filed with FTC
TINA.org vs. Roblox
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Allegations made by TINA.org:
• Consumers (including children) “lured to 

Roblox platform with unsubstantiated and 
atypical earnings representations that 
claims users can be financially successful 
game developers.”

• Robux (Roblox currency) used to buy 
avatar accessories, clothing, special 
abilities within games, premium 
subscriptions. Says TINA.org:

◦ Not created or secured using blockchain 
technology

◦ Not NFTs

◦ Not a cryptocurrency
◦ Therefore: lost account = lost assets



Advergames 
with deceptively 
branded worlds

Undisclosed 
sponsored content 

within organic 
worlds

Undisclosed Avatar 
Influencers within 

the Roblox 
Metaverse

Allegations (Continued)
TINA.org v. Roblox
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Who is the Protected Consumer?

• Children and adolescents with the “inability to distinguish organic content from marketing.  
(TINA.org, April 2022)

• Those “unfamiliar” with how digital assets really work. (Federal Trade Commission, June 2022)

• Research has found that “younger, lower-income investors tend to be overly optimistic about 
crypto’s trajectory.” (New York Times, May 2022) (referencing findings of University of Chicago 
professor of marketing)

• “Vulnerable fans” of celebrities. (New York Times, May 2022)

• Consumers and investors “vulnerable to fraud, manipulation, and abuse.” (House Financial 
Services Committee Majority, December 2021)

• “The typical cryptocurrency investor is under age 40 and lacks a college degree… [and] come from 
diverse backgrounds, as 44% of traders don’t identify as White and 41% are women.” (Bloomberg, 
November 2021) (reporting on a survey by NORC, at the University of Chicago)
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(FTC Report – June 2022)
FTC: “Scammers Cashing in on Crypto Craze”

According to FTC:

• Since 2021, more than 46,000 consumer reports totaling 
over $1 billion in losses to crypto scams

• Features attractive to scammers:

◦ No bank or other centralized authority to flag 
suspicious transactions or stop fraud

◦ Crypto transfers can’t be reversed

◦ Unfamiliarity with how crypto works

These figures are based on fraud reports to the FTC’s Consumer
Sentinel Network indicating cryptocurrency as the payment method
Reports provided by Sentinel data contributors are excluded
https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2022/06/reports-show-scammers-cashing-crypto-craze
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(FTC Report – June 2022)
Connection to Social Media

• Nearly 50% of people who reported losing crypto to a scam in 2021 said it started with an ad, post, 
or message on social media. 

• Nearly four out of every ten dollars reported lost to a fraud originating on social media was lost in 
crypto, more than any other payment method.

Top Frauds by Reported Cryptocurrency Losses
January 2021 - March 2022

These figures are based on fraud reports to the FTC’s Consumer Sentinel Network indicating cryptocurrency as the payment method. The investment related fraud 
category included the following fraud subcategories; art, gem and rare coin investments, investment seminars and advice, stocks and commodity futures trading 
and miscellaneous investments. Reports provided by Sentinel data contributors are excluded

https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2022/06/reports-show-scammers-cashing-crypto-craze
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“Rug Pulls” and Fraud
• Rug pull= “a project launching, garnering 

investment, and subsequently being shut 
down without delivering on its promises.“

• January 9, 2022: Frosties NFT collection 
launched on the OpenSea NFT Platform 
selling utility NFTs (a form of NFT that offers 
buyers added benefits such as rewards, 
giveaways, or early access) that consisted of a 
Frosties cartoon ice-cream-scoop themed 
character and early access to metaverse game. 

• Sales generated over one million dollars in 
cryptocurrency value. 

• A few hours after the launch, however, 
founders “Frostie” and “heyandre” shut down 
the Frosties NFTs website and all related 
social media accounts and transferred the 
money to a series of separate cryptocurrency 
wallets, then disappeared. 

• US Attorney for the Southern District of New 
York charged with conspiracy to commit wire 
fraud and conspiracy to commit money 
laundering. Each charge carries a maximum 
sentence of up to 20 years in prison.

• FBI has set up a “Virtual Asset Exploitation 
Unit devoted to blockchain analysis and 
virtual asset seizure.
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Endorsements, Testimonials, and Influencers
Celebrities [and the Rest of the Influencer World] Are [Were?] All In
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Crypto Advertising Spend

According to the New York Times (May 2022)

• Crypto advertisers spent $7 million for a 30 second Super Bowl ad

• In March 2022, Crypto.com spent an average of $109,000/day on digital advertising

• FTX spent $26,400/day in March 2022
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FTC Endorsements and Testimonials Guide
Points most relevant to influencers and endorsers in the metaverse:

1. Endorsements must reflect the honest opinions, findings, beliefs or experiences of the endorser. 

2. The endorsement cannot convey an express or implied representation about the product that would be deceptive if made directly by the advertiser.

3. The advertiser must possess and rely upon adequate substantiation (including, when appropriate, competent and reliable scientific advice) to support the 
claims made through the endorsements in the same manner the advertiser would be required to do so if it had made the representation directly. 

4. Endorsements represented to be from “actual customers” should utilize actual customers in both the audio and video, or clearly and conspicuously disclose 
that the persons in such advertisements are not actual customers of the product.

5. Endorsers must have been a bona fide user of the product at the time the endorsement was given.  The endorsement may continue to be used only so long as 
the advertiser has good reason to believe that the endorser remains a bona fide user of the product.

6. Advertisers must disclose material connections between themselves and their endorsers (e.g., the advertiser paid the endorser, or gave free product to the 
endorser, or otherwise compensated the endorser).

7. Advertisers cannot represent, expressly or by implication, that a third party has endorsed a product or its performance when such third party has not in fact 
endorsed such product or its performance.

8. It is an unfair or deceptive trade practice for an advertiser to continue to advertise an endorsement unless the advertiser has good reason to believe that the 
endorser continues to subscribe to the views presented in the endorsement.
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FTC Endorsements and Testimonials Guide

The FTC’s Endorsement Guides:What People Are Asking

https://www.ftc.gov/business-guidance/resources/ftcs-
endorsement-guides-what-people-are-asking
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Pitfalls for Influencers/Endorsers and Sponsors

• Typically, not disinterested or impartial

◦ Failing to mention financial ties (receipt of a large allocation of monetary consideration, coin, 
tokens, etc.)

◦ Failing to mention a close personal relationship

• Online backlash: undisclosed conflicts of interest

• Securities regulation: Must publicly disclose payments for securities promotions

Image source: https://cryptocurrencynews.com/daily-news/why-is-kim-kardashian-pumping-ethereum-max/

© 2 022  /   Sl ide  28



Next Wave—CGI Influencers in the Metaverse

• CGI influencers and avatars such as Lil Miquela (now just 
Miquela) have been in use since approximately 2018.  

• Newer avatars like Prada’s Candy and Yoox’s Daisy are being 
introduced to promote the brands on multiple platforms, 
including in the metaverse—predicted $1.5bn this year.

• Virtual avatars like Daisy cost less than regular influencers, 
are 100 per cent controllable, can appear in many places at 
once, and are ideal spokespeople for brands when they want 
to communicate their views on topics such as diversity and 
inclusion or sustainability.

• FTC’s recently proposed updates to the Endorsements 
Guides expands definition of influencers to include 
virtual influencers.

• Disclosures may look different in the metaverse—what is clear 
and conspicuous?
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NFTs, Sweepstakes, and Gaming Issues

What is the legal framework when giving away 
NFT’s—or giving away something in 
conjunction with the purchase of NFTs?

• Legal framework:
◦ Federal/State Gambling and Lottery laws
◦ State laws Regulating Sweepstakes
◦ Unlawful Internet Gambling Enforcement Act 

(UIGEA)
◦ Wire Act and Travel Act
◦ RICO

• Unlawful lotteries comprise three elements:

◦ Prize      
◦ Chance     

◦ Consideration

• For gambling violation, a bet or wager is 
also required

• For skill contests/competitions (no 
chance)

◦ States have different rules regarding 
whether a fee-based skill contest 
is unlawful

◦ Avoid mixed games of chance 
and skill

◦ In some states, certain aspects of a game 
may need to be altered, 
e.g., tie breakers

• Key issue: Are NFTs a thing of value?
▫ When players pay to purchase
▫ If NFT can be freely traded on 

secondary market—or if there is 
some restriction
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Seeing increasing use of NFTs and cryptocurrency as prizes in sweepstakes.  These may trigger 
additional issues—starting with the need for clear definition of terms—as well as:

• Consideration:  
◦ Any requirement to purchase an NFT or cryptocurrency is consideration and may trigger lottery 

laws if chance is involved in how NFTs or cryto is allocated.

◦ May be additional hidden fees (e.g., in opening wallet) as well; certainly, the requirements must 
be disclosed.

◦ May provide free AMOE, but must clearly and conspicuously disclose it.  Suski v. 
Coinbase Global, Inc.

• Intellectual property: NFTs are unique, one-of-a-kind digital files, which may trigger IP 
considerations regarding copyright and reproduction rights. Must be clear what rights winners are 
receiving with NFT.

• Prize value: How does one state “ARV” as required under state law when crypto or an NFT is 
being given away?  Cryptocurrency may rise and fall in value over the course of a sweepstakes, and 
NFTs may have no value at all, except as determined by the secondary market. 

Sweepstakes, NFTs, and Cryptocurrency
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Skins Betting, Loot Boxes and NFTs
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• In gaming, players often gather “skins” (virtual tokens such as weapons or tools) during game 
play, or some games include ability to purchase “loot boxes” with one or more unidentified items 
in them

◦ Does this add “chance” to what would otherwise be a game of skill?
◦ Are the loot boxes or skins/items a “prize” or a “thing of value’? 

▫ If there is no clear real-world value, or it is speculative, some courts have refused to find 
gambling violations 

▫ BUT if players are able to purchase skins, in game or on secondary market, may 
trigger issues

▫ Crucial in several cases on appeal in 9th Circuit now -- Taylor v. Apple, Coffee v. Google, 
and G.G. v. Valve– where defendants defeated various claims in lower courts that loot boxes 
constitute illegal gambling 

▫ 2020 FTC Workshop examined loot boxes and focused on issues such as: importance of 
clear disclosures of odds/costs; children’s use



Gaming, Gambling and NFTs

• Analysis re: skins and loot boxes easily 
translates to the world of NFTs and the 
metaverse (e.g., Roblox, Axie Infinity).

• Sports/fantasy sports platforms have set up 
exchanges where consumers can purchase 
NFTs of their favorite sports personalities 
and/or other sports-related “utility NFTs” 
with different functions attached (e.g., NBA 
Topshots).
◦ Similar to dynamic with trading cards, 

which was addressed in a series of class 
actions ar0und the country (2005-2012).

• E.g., Fortnite and NBA project that featured 
competition where 15,000 players per team 
were able sign up for NBA teams and to 
participate in a series of challenges that were 
fed into a leaderboard to choose winner(s).

• NFTs are also often being sold or given away 
in packs or with utilities, where the purchaser 
may not know what exactly they will get. 
◦ May be similar to loot box mechanic in 

video games, which has drawn scrutiny 
from regulators and created class 
action risk.

◦ Importance of disclosures.
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• Two ways to execute:
1. Work with existing charity—lower cost, name recognition and halo effect but need to comply with 

Commercial Coventure (CCV) rules, do due diligence on charity and confirm it is registered.
2. Set up own foundation—more flexible, have more control, can work with multiple charities, but costly, trigger 

state registration requirements for charities, IRS rules, independent governance requirements.
• Charitable Promotion or Commercial Co-Venture (CCV) – Arrangement between a charity and a 

business in which the business advertises in a sales or marketing campaign that the purchase or use of its goods 
or services will benefit a charity or charitable purpose
• Tied to purchase of goods/services (*MA)
• Benefit charity or charitable purpose
• 26 states with specific laws

• CCV regulatory requirements: 
• Registration/bonding (4 states)
• Written contract

▫ CCV contract should always include trademark license for use of charity’s name in promotion, but with 
NFT promotions must be particularly careful to license and negotiate all IP rights.

• Advertising disclosures, e.g., amount/minimum donation, dates, fundraising registration number
• Accounting and recordkeeping

▫ How will the charity receive the funds from the sale of the NFTs?

Charitable Promotions
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Charitable Promotions

• In celebration of new label design, 
Campbell’s dropped limited-edition 
collection of 100 NFTs in collaboration 
with street-style artist Sophia Chang.

• All proceeds went to benefit 
Feeding America.

• Additionally, Campbell’s worked with 
Aerial to offset the carbon footprint of 
NST as part of its commitment to 
sustainability. 
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Privacy
NFTs often require collection of data (e.g., crypto wallet information, device information, location data, 
usage patterns); consider privacy and data security.  Standards are still being established, but:

• Brands using NFTs will need to follow privacy laws (California’s CCPA/CRPA, Europe’s GDPR, 
new state laws being passed around country including Virginia, Colorado, Utah, Connecticut).

• Post a privacy policy that discloses data practices and explains how users can exercise data rights.

• Consider how/where a brand uses its website to promote NFT collection, and functionality of 
website—e.g.,  tracking technologies, email marketing, hashed addresses, targeted advertising.

• Are there other platforms being used? (E.g., Discord, third party brand/fundraiser/fulfillment 
company, etc.)  You need to disclose their involvement as well as, if required, comply with the 
relevant platform's terms, community guidelines, and privacy policy.

• Consider who is using the data, for how long, where is it being stored (and if it is being stored) 
and address in both smart contract and any contracts between parties and third parties. 
• Note that data appended to public blockchain, however, is not PII and is thus exempt from 

access/correction/deletion obligations under CCPA.

• Consider how to protect the digital wallet and the wallet’s private keys, against hacking, as well as 
other data security issues.

• Consider whether your NFTs/marketplace/platform is attractive to children—you may be 
required to comply with the Children’s Online Privacy Protection Act.
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Consumer Protection Regulation
Where is it headed?



Proposed Updates to FTC Endorsements Guides

• Proposed updates to Guides Concerning the Use of Endorsements and Testimonials in 
Advertising: (Announced May 2022)

◦ Expand definition of “endorser” to include computer-generated influencers 
(i.e., not real people)

◦ Tagging a brand in a social media post will be expressly considered to be an endorsement

◦ Updated definition of “clear and conspicuous” disclosure: one that is difficult to miss and easily 
understood by “ordinary people”

◦ Disclosures in ads targeting specific audiences would be evaluated through the lens of 
that group

◦ Additional guidance on material connections between advertisers and endorsers
◦ Endorsements in advertising directed toward children

◦ Guidance on when advertisers, endorsers, intermediaries, and platforms can be held liable 
under FTC Act for misleading endorsements

◦ Development of built-in disclosure tools on social media platforms
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Updates to FTC .com Disclosure Guides
FTC Warns of Dark Patterns

FTC focus on:

• Use of sponsored and promoted ads in 
social media

• Advertising embedded in games and 
virtual reality and microtargeted 
advertisements

• The ubiquitous use of dark patterns, 
manipulative user interface designs on 
websites and mobile apps, and in digital 
advertising

• Disclosures on mobile devices

• Multi-party selling arrangements involved 
in online commerce and affiliate 
marketing arrangements
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Proposed FTC Rules for Earnings Claims

Principles Underlying FTC Action:
• Earnings claims are material
• Representations regarding possible earnings are not 

mere puffery, and will usually imply such earnings 
are typical

• The representation that an amount or degree of 
earnings is likely can be implied, including through 
testimonials from successful participants and 
examples of hypotheticals or past profits

• Earnings claims must be substantiated (the maker 
must have reasonable basis for the claim before 
making it)

Proposed rule would enable FTC to seek monetary relief 
and civil penalties.
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Congressional Hearings

Source: https://www.nytimes.com/2021/12/08/business/house-financial-services-crypto.html
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© 2022 Venable LLP.
This document is published by the law firm Venable LLP. It is not intended to provide 
legal advice or opinion. Such advice may only be given when related to specific fact 
situations that Venable has accepted an engagement as counsel to address.
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