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“As officers of public companies, you are keepers of the public trust, not only for your own company, but also ultimately for the entire market.  My hope is that the extensive governance reforms we are in the process of implementing will provide an opportunity for companies to engage in real self-examination and learning regarding what it takes to be a good corporate citizen.”
  


This quote from SEC Commissioner Cynthia Glassman articulates perhaps the most ambitious goal of the Sarbanes-Oxley Act of 2002.  Since President Bush signed Sarbanes-Oxley into law on July 30, 2002,
 there has been much discussion and anticipation about the impact and consequences the Act will have on corporate America.  Sarbanes-Oxley affects the most significant changes in the regulation of corporate activity since the 1930s, including additional disclosure obligations of public companies, new corporate governance requirements, a new scheme for regulating the accounting industry, and enhanced enforcement powers and criminal penalties to fight corporate malfeasance.  But as Commissioner Glassman suggests, beyond the legal and regulatory changes, the Act seeks to change the very culture that underlies and shapes corporate behavior.

One of the primary tools Sarbanes-Oxley employs to influence the corporate behavior of public companies is the requirement that a company’s principal executive officer and principal financial officer certify the contents of the company’s quarterly and annual reports filed under the Securities Exchange Act of 1934.
  On August 27, 2002, the Securities and Exchange Commission issued the first set of rules mandated by Sarbanes-Oxley, including rules implementing these new certifications.
  The SEC also adopted rules requiring a public company to establish and maintain a system of disclosure controls and procedures to ensure the company is able to satisfy its disclosure obligations to its investors and the public markets.
  This requirement to establish and maintain disclosure controls and procedures is central to the intent of the new certification requirements under the SEC rules and requires companies to re-examine and perhaps reinvent the manner in which they prepare their Exchange Act reports.

Certification of Annual and Quarterly Reports


The new SEC rules implementing the Sarbanes-Oxley certification requirements can be broken into three basic topics: (1) periodic report assurances, (2) internal control assurances and (3) implementation of disclosure control policies and procedures.  The periodic report assurances in the new SEC rules require the principal executive officer and principal financial officer to evaluate and provide assurances regarding the quality of the information contained in the company’s annual and quarterly reports.  These officers must certify that:

· He or she has reviewed the report;

· Based on his or her knowledge, the report does not contain any untrue statement of a material fact or omit a material fact necessary in order to make the statements made, in light of the circumstances under which such statements were made, not misleading;  

· Based on his or her knowledge, the financial statements and other financial information included in the report fairly present in all material respects the financial condition, results of operations and cash flows of the issuer as of, and for, the periods presented in the report.
  

While the third certification appears similar to language typically used in an independent auditor’s report, it contains no reference to generally accepted accounting principles.  In fact, the SEC intended this third certification “to provide assurances that the financial information disclosed in a report, viewed in its entirety, meets a standard of overall material accuracy and completeness that is broader than financial reporting requirements under generally accepted accounting principles.”
  In the SEC’s view, the determination of whether the report “fairly presents” the financial condition, results of operations and cash flows of the company “encompasses the selection of appropriate accounting policies, proper application of appropriate accounting policies, disclosure of financial information that is informative and reasonably reflects the underlying transactions and events and the inclusion of any additional disclosure necessary to provide investors with a materially accurate and complete picture of [the company’s] financial condition, results of operations and cash flows.”
  

The new SEC rules also require the certifying officer to provide certain assurances about the company’s internal controls: 

· He or she has disclosed to the issuer’s auditors and audit committee of the board of directors (1) all significant deficiencies in the design or operation of the internal controls that could adversely affect the issuer’s ability to record, process, summarize and report financial data and have identified for the auditors any material weaknesses in internal controls, and (2) any fraud, whether or not material, that involves management or other employees who have a significant role in the issuer’s internal controls; and 

· He or she has indicated in the report whether or not there were significant changes in internal controls or in other factors that could significantly affect internal controls subsequent to the date of their evaluation, including any corrective actions with regard to significant deficiencies and material weaknesses.
  

Finally, the new SEC rules require certifications with respect to a new concept of “disclosure controls and procedures” as follows: 

· The certifying officer (1) is responsible for establishing and maintaining “disclosure controls and procedures”, (2) has designed such disclosure controls and procedures to ensure that material information relating to the issuer and its consolidated subsidiaries is made known to him or her, particularly during the period in which the periodic report is being prepared, (3) has evaluated the effectiveness of the disclosure controls and procedures as of a date within 90 days prior to the report, and (4) has presented in the report his or her conclusions about the effectiveness of the disclosure controls and procedures.
  


Disclosure controls and procedures is a new concept distinct from internal controls and is “intended to embody controls and procedures addressing the quality and timeliness of disclosure.”
  The new rules define the term as “controls and other procedures of an issuer designed to ensure that information required to be disclosed by the issuer in the reports that it files or submits under the [Exchange Act] is recorded, processed, summarized and reported, within the time periods specified in the [SEC]’s rules and forms.”
  Such controls and procedures should ensure that information required to be disclosed is “accumulated and communicated” to management in a manner to allow for timely decisions about disclosure.
   


The new SEC rules concerning disclosure controls and procedures expand the existing requirements to maintain systems of internal controls with respect to financial information to all information required to be disclosed in annual and quarterly reports.
 Accordingly, these controls and procedures must provide for the collection and evaluation of information subject to disclosure under Regulation S-X and Regulation S-K of the SEC rules, information relevant to developments and risks in the company’s business and any other material information required to ensure that the disclosure contained in the company’s reports is not misleading.
 Although many, if not most, companies likely have some controls and procedures in place already, the new rules now formalize this practice and mandate a continuing evaluation of such controls and procedures.  Because of the scope of information and regulatory requirements encompassed, the current lack of guidance provided by Sarbanes-Oxley and the SEC rules, and the enhanced scrutiny and liability that the top executive officers face, ensuring that the controls and procedures in place comply with these new legal requirements may be the most significant challenge for public companies under the Sarbanes-Oxley disclosure regime.  

RESPONDING TO THE NEW DISCLOSURE REGIME


Public companies are left largely without specific guidance from the SEC to determine the appropriate processes for establishing and maintaining disclosure controls and procedures.  The SEC has stated instead that it “expect[s] each issuer to develop a process that is consistent with its business and internal management and supervisory practices.”
  This lack of specificity is understandable and probably appropriate given the wide divergence of companies subject to the new rules.  Companies in different industries obviously will have different processes for collecting, processing and presenting information for disclosure purposes.  Large Fortune 500 companies may have entire departments with dozens of employees involved in preparing Exchange Act reports, whereas smaller companies may depend on only two or three people.  Moreover, many companies with detailed, formal controls and procedures for preparing Exchange Act reports already in place may not experience much of a change in the way they operate than companies that have followed a more informal process in the past.  


The descriptions of disclosure controls and procedures provided by the SEC show substantial similarity to principles provided in accounting literature regarding internal control policies and procedures.  Financial institutions with more than $500 million in total assets are subject internal control requirements of the Federal Deposit Insurance Corporation Improvement Act of 1991 (“FDICIA”).
  Similar to the SEC disclosure controls and procedures, FDICIA requires preparation of an annual management report setting forth management’s responsibilities for establishing and maintaining an adequate internal control structure and for annually assessing the effectiveness of the internal control structure and procedures as of the end of the fiscal year.
  

Federal bank regulators have stated that internal controls that satisfy the guidelines of the Committee of Sponsoring Organizations (“COSO”) of the Treadway Commission’s Internal Controls-Integrated Framework
 (the “Framework”) will satisfy federal requirements.
  The Framework defines internal control as a process, effected by an entity's board of directors, management and other personnel, designed to provide reasonable assurance regarding the achievement of objectives in the following categories:  effectiveness and efficiency of operations; reliability of financial reporting and compliance with applicable laws and regulations.
  Further, the Framework describes components of internal controls to include: a control environment, risk assessment, control activities, information and communication and monitoring.  Based on these principles, regardless of a company’s particular circumstances, there are some general guidelines it should consider in developing and evaluating its disclosure controls and procedures.  

Identifying and Involving the Appropriate Persons    


Perhaps the most obvious principle to be garnered from Sarbanes-Oxley, the SEC rules and the Framework principles is that companies must identify the officers and employees who should be involved in the disclosure process and clearly define the responsibilities of such persons.  The Act and the rules explicitly identify the principal executive and financial officers as the persons ultimately responsible for the company’s disclosures by requiring them to certify that they have read the report and that it contains all material information and fairly presents the financial picture of the company.  By requiring these officers to attest to the accuracy of the company’s reports, however, the certifications also serve to encourage senior management to more actively define and police the responsibilities of those persons involved in collecting, processing and presenting information for disclosure.  


One of the few specific suggestions the SEC offers is that companies “create a committee with responsibility for considering the materiality of information and determining disclosure obligations on a timely basis.”
  Members of such a committee could include the controller or other principal accounting officer, general counsel, principal risk management officer, investor relations officer and officers or employees associated with the company’s business units.
  Sarbanes-Oxley also mandates a meaningful and regular role for the audit committee in the disclosure process by requiring the principal executives to certify that certain matters are disclosed to the committee in connection with each report.
 


  Another suggestion for companies is to have written policies that clearly identify the officers and employees involved in the preparation of the company’s reports and define the responsibilities of such persons.  In adopting and reevaluating such policies, companies should ensure that the officers and employees identified have access to all information about the company’s business and that the responsibilities of such persons are commensurate with their position and capabilities.  

Facilitating Communication  


Closely related to identifying the persons who should be involved in the disclosure process is the goal of ensuring that such persons communicate the necessary information openly and effectively.  Commissioner Glasser expresses this goal clearly:  

“Recognizing that awareness must precede action, Sarbanes-Oxley and the [SEC]’s rules require the CEO and Board to make certain that procedures are in place to ensure that they hear bad news.  Under the [SEC]’s recently adopted rules, these procedures must ensure that all material information—both financial and non-financial—gets to those responsible for reporting it to the investing public.”
  


Additionally, the definition of “disclosure controls and procedures” under the SEC rules provides that such controls and procedures should ensure that the necessary information “is accumulated and communicated” to management.
   


The appropriate methods for ensuring the effective communication of information will depend on the size and organization of the company.  Obviously, smaller companies may enjoy the advantage of being able to have senior management interact directly with the persons responsible for collecting and processing information, whereas practical limitations may require larger companies to rely on more formal committee or business unit meetings to transmit information from the gatherers to the decision makers.  Nonetheless, regardless of its particular circumstances, a company must be vigilant in examining its processes for communicating information with an eye towards identifying and addressing potential breakdowns.

Documenting the Process

Companies must also carefully evaluate the manner in which they document the preparation of their Exchange Act reports.  Documenting the process operates hand-in-hand with facilitating communication.  In larger companies in which it is impossible or impracticable for senior management to interact directly with all of the employees involved in collecting and processing information for disclosure, the documentation procedures utilized will be the key mechanism for getting the requisite information to those officers ultimately responsible for the company’s disclosures.  Even in companies in which the executive officers may be more actively involved in collecting information and preparing the reports, it will be essential to document the process by which reports have been prepared in order to provide the principal executive and financial officers with the support they will need to make the required certifications and conduct the evaluations of the disclosure controls and processes, as well as to establish a due diligence paper trail.          

Methods of documenting the process for preparing reports include written policies and charters, minutes and notes from meetings, checklists and questionnaires and employee certifications.  As mentioned above, policies and charters should identify the persons involved in the process and their respective responsibilities and should also set forth at a minimum the general procedures and rules to be followed.  Notes of meetings may be in the form of minutes if a company has set up a formal disclosure committee or informal written notes from meetings and interviews between officers and other employees involved in preparing the reports.  The detail and content of such minutes or notes will depend upon the particular circumstances in which they are used—for instance, if they are utilized to communicate information to senior officers or merely to document procedures that have been followed.  

Many companies already use checklists to document procedures that have been followed in preparing reports.  Such checklists may be in the form of a simple list of items and actions or more detailed questionnaires and can serve as a useful guide for employees involved in preparing the reports and provide officers in a supervisory role with a mechanism for gathering information and confirming that procedures have been followed in preparing the report.  

Regardless of the types of documentation employed, there are important considerations regarding the amount of detail and the content included in any written materials.  For instance, written materials a company prepares in connection with preparing its Exchange Act reports could be used as a road map by regulators or private litigants in the event of an enforcement action or private suit.  Therefore, companies may be well advised to maintain policies, minutes and checklists that are general in nature and have employees and officers communicate and discuss issues, problems and more specific matters orally.  The type and scope of written materials that will be appropriate for each company will depend on its particular circumstances—large companies for instance may have to include more detail and substantive content in the written materials they employ if such materials are the primary means of communicating information to senior management.  Accordingly, companies should carefully consider the requirements for the written materials they use and should also consult with their legal counsel in determining the appropriate form and content of such materials.           


Another means many companies are using or considering to document compliance with disclosure controls and procedures are certifications signed by employees involved in preparing reports.  Such certifications are typically similar to those required to be made by the principal executive and financial officers and require officers and employees down the line to certify as to their knowledge about the information contained in the reports and/or their actions in preparing the reports.  Although these certifications can be useful in focussing these officers and employees on their responsibilities in preparing the disclosure reports and provide senior management with a means of documenting compliance with the company’s controls and procedures, they cannot serve as a substitute for active participation by the principal executive and financial officers in the process of preparing the reports and evaluating the effectiveness of the company’s disclosure controls and procedures.  Moreover, companies that utilize such certifications must give careful consideration to their response to employees who refuse to sign.  For instance, Sarbanes-Oxley provides new protections to an employee of a public company who provides evidence or assists in any securities or antifraud proceeding or investigation involving the company.
  Accordingly, disciplining an employee who refuses to sign a certification could have serious consequences for a company, depending on the circumstances.       

Ongoing Evaluation Process 

One of the clear mandates underlying Sarbanes-Oxley and the new rules is that the internal evaluation of disclosure controls and procedures must be “fresh” for each report filed.  No matter how details and effective a company’s existing controls and procedures may be, senior management must subject such controls and procedures to an ongoing critical review to ensure they remain effective as the company’s business changes and compliance practices and requirements evolve.  This review should entail making sure the proper employees are involved in the process and evaluating the performance of their respective responsibilities, ensuring that communication and information flow among the various parties is open and effective, and reviewing and updating policies and checklists.  

Public companies employ their outside auditors to perform regular audits of their internal controls relating to financial information.  Companies should consider engaging outside legal counsel to perform similar reviews of disclosure controls and procedures relating to non-financial reporting obligations.  As discussed above, the SEC’s definition of “disclosure controls and procedures” is much broader than the traditional concept of internal controls and encompasses a broad scope of complex and detailed laws and regulations that are constantly evolving.  Legal counsel can serve as a valuable resource in educating and updating officers and employees on these legal requirements.  Moreover, legal counsel can assist not only in formulating appropriate policies, forms and checklists, but also can help evaluate the company’s policies, procedure and practices on an ongoing basis.       

ENHANCED LIABILITY

In adopting the new rules, the SEC noted that the certifications set forth in the rules are “not meant to change the current obligations of corporate officers in connection with the discharge of their duties.”
  Prior to the enactment of Sarbanes-Oxley and the adoption of these rules, the principal executive and financial officers, as signatories to the company’s Exchange Act reports, could be held liable for material misstatements and omissions in such reports under general anti-fraud standards.  Under the new rules, an officer providing a false certification could also be subject to SEC action for violating Section 13(a) or 15(d) of the Exchange Act, in addition to his or her potential liability in SEC or private actions for violating the anti-fraud provisions.
  Further, Section 906 of Sarbanes-Oxley, which requires additional certifications separate from those mandated by Section 302 and the SEC rules, subjects principal executive and financial officers to potential criminal liability if the certifications made under Section 906 are false.
  Finally, although not expressly connected to the certification requirements under Section 302, several other provisions of Sarbanes-Oxley increase the criminal penalties and consequences for misconduct related to violations of the securities laws and provide regulators with additional tools and mandates to uncover and punish such misconduct.
  For instance, the Act increased the SEC’s budget by more than 75% for fiscal year 2003, to $776 million, and expressly directs the SEC to review company reports “on a regular and systematic basis,” and in no event less frequent than once every three years.
  Accordingly, although the obligations of corporate officers in connection with the discharge of their duties may be the same today as they were prior to July 30, 2002, the consequences of failing to live up to those obligations could be much different.    

CONCLUSION


In responding to Sarbanes-Oxley and the rules issued thereunder, companies must evaluate not only the practices and policies they employ in preparing disclosure reports, but also the environment and culture underlying those practices and policies.  They must ensure that employees involved in the process have the guidance and support necessary to carry out their responsibilities and that the environment in which such employees operate not just encourages, but demands the sharing of all material information—good or bad.  Perhaps most importantly, companies must be vigilant that their disclosure process is open to active, critical analysis on an ongoing basis and does not become a rote, mechanical exercise of checking boxes and relying on form and procedure.  Only by creating the appropriate culture will a company be able to take on the “real self-examination and learning regarding what it takes to be a corporate citizen”
 that is at the heart of Sarbanes-Oxley.   
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