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Last week, FINRA released its annual Regulatory 
and Examinations Priorities Letter. As with prior 
editions, the letter highlights the areas of risk and 
concern that will drive FINRA’s examination and 
regulatory programs. The backdrop, as with prior 
FINRA letters, is to assist firms in strengthening 
their compliance, supervision, and risk manage-
ment internal controls. In 2017, FINRA’s priori-
ties will include a focus on five specific areas: (I) 
High-risk and Recidivist Brokers; (II) Sales Prac-
tices; (III) Financial Risks; (IV) Operational Risks; 
and (V) Market Integrity. 

In this alert, we provide an overview of some of 
the most significant issues addressed in FINRA’s 
letter. Of course, FINRA continually assesses the 
market and is likely to identify additional areas of 
concern throughout the course of the year. FINRA 
also plans to initiate electronic, off-site reviews in 
2017, which will allow FINRA to review selected 
areas by making targeted and limited information 
requests to firms and analyzing responses off-
site. Firms should continue to monitor FINRA’s 
website for developments and update their prac-
tices as needed to address changes in regulatory 
risk. 

For a complete listing of FINRA’s priorities, see 
the full letter here. Please visit the Venable web-
site for summaries of the 2016 and 2015 letters. 

I. High-Risk and Recidivist Brokers 

The first area of priority that FINRA identified is 
the hiring and monitoring of high-risk and recidi-
vist brokers. In particular, FINRA will be devoting 
attention to firms’ supervisory and compliance 
controls in this area and is strengthening its ap-
proach to high-risk and recidivist brokers in sev-
eral ways: 

• Examination Unit – FINRA’s dedicated group 
of examiners will identify brokers who may 
pose a high risk to investors, and will review 
the brokers’ interactions with customers and 
their compliance with rules.

• Supervisory Procedures – FINRA will review 
firms’ procedures for hiring or retaining statu-
torily disqualified and recidivist brokers, ex-
amine firms’ due diligence on such individu-
als, and monitor for the timely submission of 
U4 and U5 disclosures.

• Branch Offices – FINRA will evaluate firms’ in-
spection programs and supervisory systems 
for branch and non-branch office locations, 
including the supervision of account activity, 
advertising, websites, social media, and com-
munications with customers.

II. Sales Practices 

In selecting the broad category of sales practices 
as a 2017 priority, FINRA makes clear that inves-
tor protection lies at the heart of its mission and 
remains a top priority. In particular, FINRA will 
focus on the following areas: 

• Senior Investors – FINRA will assess firms’ con-
trols to protect senior investors from improper 
advice, fraud, and other abuses, including 
microcap (penny stock) fraud schemes target-
ing the elderly, and ill-advised purchasing of 
speculative or complex products that are un-
suitable for a particular investor’s profile.

• Product Suitability and Concentration – FIN-
RA will examine firms’ product vetting pro-
cesses, supervisory systems and controls, and 
suitability reviews. FINRA advises that train-
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ing should cover the risks and objectives with 
respect to products sold, and that controls 
should be in place to avoid excessive concen-
tration of particular types of products in cus-
tomer accounts. By way of example, FINRA 
notes that certain exchange traded products 
(ETPs), real estate investment trusts (REITs), 
and unlisted business development corpora-
tions (BDCs) have raised frequent concerns, 
including high commissions and fees, illiquid-
ity, and material credit risks.

• Excessive and Short-term Trading of Long-
term Products – FINRA will focus on firms’ 
monitoring of such recommendations, given 
that this kind of trading can be detrimental 
to clients who may experience diminished in-
vestment returns, increased costs, and missed 
dividend payments.

• Outside Activities and Private Securities 
Transactions – FINRA will evaluate firms’ pro-
cedures to review registered persons’ written 
notifications of proposed outside business ac-
tivities, their consideration of whether the pro-
posed business might compromise responsi-
bilities owed to firm clients, and their ongoing 
supervision of associated persons’ approved 
private securities transactions for compensa-
tion.

• Social Media and Electronic Communications 
Retention and Supervision – FINRA will as-
sess firms’ compliance with their obligations 
to capture and maintain all business-related 
communications, regardless of the devices or 
networks used, in order to review them for in-
appropriate business conduct.

III. Financial Risks 

FINRA’s focus on financial risks, drawing on its 
findings from assessments performed in recent 
years, will encompass three main areas: 

• Liquidity Risk – FINRA will review firms’ fund-
ing and liquidity plans, assessing whether 
firms adequately evaluate their liquidity needs 
related to market-wide and idiosyncratic 
stresses, develop contingency plans so that 

they have sufficient liquidity to endure those 
stresses, and conduct stress tests and other 
reviews to gauge the effectiveness of their con-
tingency plans.

• Financial Risk Management – FINRA will re-
view firms’ responses to stress scenarios that 
affect the firm’s market, credit, and liquidity 
risks, and will assess firms’ risk management 
practices in such areas as readiness, commu-
nication plans, risk metrics, triggers, and con-
tingencies.

• Credit Risk Policies, Procedures, and Risk 
Limit Determinations – FINRA will assess 
firms’ written risk policies, procedures, risk 
limit setting processes, and their establish-
ment and monitoring with respect to the re-
quirements of Rule 4210, which was amended 
in 2016 to establish margin requirements for 
covered agency transactions.

IV. Operational Risks 

Another area of priority for FINRA this year will 
be operational risks, which can be divided into 
several categories: 

• Cybersecurity – In what continues to be one 
of the most significant risks for firms, FINRA 
will assess programs to mitigate cybersecurity 
threats, monitor and protect data, and, where 
appropriate, implement controls to manage 
vendor relationships and sensitive firm infor-
mation to which vendors have access. Specific 
concerns for FINRA include deficient cyber-
security controls at branch and independent 
contractor branch offices, as well as failure 
to preserve certain records in non-rewritable, 
non-erasable (WORM) format.

• Supervisory Controls Testing – FINRA consid-
ers regular testing of firms’ internal supervi-
sory controls as critical to identifying and mit-
igating gaps that can lead to systemic control 
breakdowns, including record-retention omis-
sions, inaccurate data reporting, and failures 
to deliver requisite disclosures or other docu-
ments to clients.
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• Customer Protection/Segregation of Client 
Assets – FINRA will evaluate whether firms 
have implemented adequate controls and su-
pervision to protect customer assets, such as 
whether firms include customer securities po-
sitions and money balances on multiple plat-
forms in the reserve formula and in control 
calculations. FINRA will also be looking for 
documentation demonstrating that securities 
are held free of liens and encumbrances, es-
pecially for alternative investment products in 
customer retirement accounts. And FINRA will 
be reviewing the mechanisms used by firms to 
identify, approve, or disapprove transactions 
that are conducted primarily to reduce the re-
serve or segregation requirements under the 
financial responsibility rules.

• Regulation SHO – Close Out and Easy to Bor-
row – FINRA will focus on the locate process 
to ensure firms have reasonable grounds to 
believe securities are available for borrowing 
prior to accepting a short sale. FINRA will also 
assess firms’ preparation and use of the easy-
to-borrow list, and advises firms to monitor 
their close-out processes in compliance with 
Rule 204 of Regulation SHO.

• Anti-Money Laundering and Suspicious Ac-
tivity Monitoring – FINRA will focus on short-
comings in AML programs, including gaps in 
firms’ automated trading and money move-
ment surveillance systems, poorly set param-
eters that do not capture problematic behav-
ior, and weaknesses in systems monitoring 
foreign money transactions. A firm’s general 
trading surveillance must include alerts tai-
lored to the firm’s AML red flags.

• Municipal Adviser Registration – When ap-
plicable, FINRA will assess whether firms 
are registering correctly with both the SEC 
and Municipal Securities Rulemaking Board 
(MSRB), and that they are properly updating 
their registration information as it changes.

V. Market Integrity 

A final area of focus for FINRA, market integrity, 
comprises the following specific issues: 

• Manipulation – Detecting and deterring ma-
nipulation remains a critical priority for FIN-
RA, and it will continue to enhance its surveil-
lance program and provide firms with tools to 
do the same. These enhancements include:

• Amended Order Audit Trail System (OATS) 
rules to require alternative trading sys-
tems (ATSs) to submit broader order book 
activity to OATS.

• Monitoring of whether market participants 
are trading in a potentially manipulative 
manner.

• Expanded surveillance for cross-product 
manipulation of trading in ETPs and re-
lated securities, and for improper trading 
strategies directed at ETPs.

• The introduction of Cross Market Equity 
Supervision Report Cards for layering and 
spoofing activity as a compliance tool that 
will complement firms’ supervisory sys-
tems and procedures to detect and deter 
manipulative conduct.

• Best Execution – FINRA advises firms to re-
member their best execution obligations when 
they receive, handle, route, or execute cus-
tomer orders in equities, options, and fixed in-
come securities, and to consider how the au-
tomation of markets and advances in trading 
technology and communications affect their 
order-handling decisions.

• Audit Trail Reporting Early Remediation Ini-
tiative and Expansion – FINRA expects firms 
to use its alerts regarding potential equity au-
dit trail issues and to address systems issues 
promptly, potentially avoiding formal investi-
gations.

Other market integrity areas of focus include: (i) 
the continuation of the Tick Size Pilot, (ii) compli-
ance with the Market Access Rule and review of 
associated market access controls, (iii) reviewing 
ATS disclosures to customers and a pilot trading 
examination program to explore targeted exami-
nations of smaller firms with low trading volume, 
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and (iv) enhancement of FINRA’s fixed income 
securities surveillance program to detect manip-
ulation-based patterns, such as wash sales and 
interpositioning. 

Conclusion 

In 2017, the common thread running through 
FINRA’s priorities is a focus on “blocking and 
tackling” issues of compliance, supervision, and 
risk management. In particular, newly featured 
topics such as “High-Risk and Recidivist Bro-
kers,” “Excessive and Short-term Trading of Long-

term Products,” and “Social Media and Electronic 
Communications Retention and Supervision” 
merit review and attention. FINRA will continue 
to provide additional guidance throughout the 
year on these and other topics, and we can expect 
the release of several new compliance tools and 
resources, including the publication of a sum-
mary report outlining key examination findings 
and the introduction of a “compliance calendar” 
and a “directory of compliance service providers.” 
Firms should monitor FINRA’s website (www.fin-
ra.org), conferences, Regulatory Notices, alerts, 
and Weekly Update emails for timely information 
and guidance.
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