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In 2019, new property terms began to emerge in

the data lexicon, with the notion of actual consumer
“ownership” of such data gradually emerging as part of
the B2C data debate. Perhaps often unintentionally, the

I”

frequent conflation of data “control” and “ownership”
by policymakers continues, with uncertainty persisting
about the ideal framework that ought to govern the U.S.
information economy.

This paper seeks to bring clarity to continuing efforts

to define the U.S. data framework—in which the notion
of B2C data ownership has surfaced. In doing so, its
principal goal is to disentangle and distinguish the terms
“ownership” and “control,” as they have been used in
the ongoing U.S. B2C data debate. While the terms

are related, their meanings differ in ways that might
significantly impact the benefits that consumers expect
to receive from the current “control” data model. As we
will discuss, consumer “ownership” of data would likely
impose confusion, as well as impractical restrictions

on the movement of data, resulting in less, not more,
individual control over data pertaining to them. This

EXECUTIVE
SUMMARY

Data pertaining to consumers
in the U.S. business-to-
consumer (B2C) data economy
historically has been treated
as the property of the entity
that collected, compiled, or
secured it, with varying layers
of consumer “control” granted
by law and/or practice.

restriction on data movement may also result in little or
no individual value for consumers, as consumers may lose
access to services that they currently enjoy for free or at
alow-cost.

The first section of this paper describes the context in
which the debate in the United States is focusing on

data control and ownership, and seeks to explain how

the concept of “ownership” has historically constituted a
“property right.” The second section provides an overview
of traditional property theories and applies unique
features of data to each one, thereby seeking to address
whether and to what extent these theories may be
applicable to data. Finally, the third section considers how
the relationship between consumer property rights and
data ought to be viewed, with a recommendation that the
United States continue to treat data, in the B2C context,
as a resource unconnected to a consumer property right,
noting the positive economic and personal outcomes that
flow from such an approach.

- DATA OWNERSHIP The Suitability of a Consumer Property Right in a 21t Century Economy



ORIGINS OF THE U.S. DATA
OWNERSHIP DEBATE

The debate over the possible individual ownership of data in the
B2C data economy intensified throughout 2019 and will continue
to escalate. Numerous groups and policymakers have asserted
that individuals should “own” data pertaining to them in order
to enhance and fully exert control over their personal privacy, a
view which, if embraced, would clearly expand the current law on

property rights.!

Others have maintained that granting a property right in
data about individuals would be illogical because “no one
owns data,”? it would not make economic sense,® and it
may ultimately result in lesser privacy for consumers.*
The frequent comingling of “control” and “ownership” in
data discussions reveals a fundamental misunderstanding
by some policymakers and the public at large about the
actual legal meaning of “ownership.” This section defines
property ownership, distinguishes it from “control,” and
provides highlights from the emerging data ownership
debate. It also explains where these property rights
discussions could lead, as a matter of law and policy, while
the broader privacy debate is expected to escalate in the
states and in the U.S. Congress during 2020 and 2021.

Defining Consumer
Ownership and Control

To understand outcomes associated with granting

a consumer property right in data, policymakers,
businesses, and consumers alike must first understand
what a property right actually means, as a matter of law.
Unfortunately, the current discussions regarding B2C
data propertization often use “ownership” and “control”
interchangeably. While these terms may hold a similar

colloquial meaning, they confer a very different set of
rights and responsibilities upon individuals when applied
in the legal context.

In1792, James Madison referred to property ownership
as “that dominion which one man claims and exercises
over the external things of the world, to the exclusion

of every other individual.”® Today, in the United States,

k& The frequent comingling of ‘control’ and
‘ownership’ in data discussions reveals a

fundamental misunderstanding by some
policymakers and the public at large about the
actual legal meaning of ‘ownership.’ 3

ownership allows individuals to exercise a full slate of
rights with respect to the property they own.® Property
rights are viewed in relation to the rights of others—a
person’s ability to own something is only significant
because he or she can enforce those rights against
someone else.” This “bundle of rights” incorporates five
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k& Privacy law and its associated regulatory
framework, as they exist today in the United
States, are primarily concerned with the

narrower right to control various aspects of
personal information. 39

independent primary rights: (1) the right to possess, (2)
the right to control, (3) the right to enjoy, (4) the right to
dispose, and (5) the right to exclude. While the right to
control is an important element of ownership, it is only
one of several rights that, together, demonstrate to others
that an individual is the owner of “a thing.”® As a result, the
right to control is much narrower than the right to own.

Privacy law and its associated regulatory framework,

as they exist today in the United States, are primarily
concerned with the narrower right to control various
aspects of personal information. Privacy itself has

been defined as the ahility “to edit, manage, and delete

[ personal] information ... and decide when, how, and

to what extent [that] information is communicated to
others.”® The right to control has been built into many
privacy-related legislative developments over the last
few decades. For example, laws governing consent over
the use of data allow individuals to exercise control over
data about themselves by partially controlling its use and
dissemination without disrupting the ability of companies
to use the same information for business purposes as
well as for the benefit of consumers. As noted above,
however, “control” differs from “ownership.” While an
individual may have the power to control data, that does
not necessarily mean that he or she has the power to
exercise other rights and responsibilities that historically
accompany ownership. Indeed, the characteristics of data
about consumers are such that granting individuals a
traditional property right in data pertaining to them may
prove surprisingly difficult.
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For example, take the right to exclude.”® In most cases,

an individual possesses true ownership only if he or she
can completely exclude others from the use of or access
to the property in question.” In the context of B2C data,
however, an individual may control data about him or
herself without the practical ahility to fully exclude others
from using it in some other capacity. The use of basic
information, such as a person’s name and birth date, is

an example. A person may have the right to “possess”
and use this information, but that same person cannot
necessarily exclude all others from exercising the same
authority over the data. An individual will disclose this
information to multiple parties throughout his or her
lifetime, including, to name a few, friends, family members,
employers, health care providers, education providers and
even social media platforms. Given the very nature and
utility of a person’s name and hirth date, third parties will
always be able to use this information. Thus, individuals
cannot reliably expect to exclude others from the use

and control over data pertaining to them."? As the ability
to exercise the right to exclude is foundational to actual
property ownership, the inability for individuals to exclude
others from such data also serves to demonstrate that
control of data may be contrary to fundamental principles
of property law.”

k& As the ability to exercise the

right to exclude is foundational

to actual property ownership, the
inability for individuals to exclude
others from such data also serves to
demonstrate that control of data may

be contrary to fundamental principles

of property law. 33




U.S. Data Ownership Discussions

Discussions touching upon data ownership in B2C circles
are underway throughout the country, in different fora,
from the states to the Congress.

k& Notably, various consumer
groups have now suggested that

a data dividend may negatively
impact consumers. 93

State Data Dividend Proposals

For example, the California Consumer Privacy Act
(CCPA), which became effective on January 1, 2020, has
been a primary privacy-related topic of discussion for
entities doing business in California. However, California
has also been a focal point of a growing debate over a
novel concept—the actual ownership of data. According
to California Governor Gavin Newsom, California’s
consumers should soon be able to “share in the wealth
that is created from their data.”™

In his first State of the State Address in February 2019,
Governor Newsom proposed the concept of an undefined
“data dividend.” This idea is still being explored by a team
of data scientists gathered together by Newsom, as well
as senior legislators in Sacramento.”® Accordingly, precise
details about the proposal are currently unavailable. In
general, though, the concept as Newsom has described it
would require businesses to share with customers some
portion of profits earned from the use of “their data.” A
dividend typically is associated with ownership rights, and
the most typical form is a shareholder dividend paid to
owners of corporate stock.'®

New York State Senator David Carlucci has also proposed
similar legislation in New York. The bill, as proposed,

would levy a “data tax” on companies that engage in
business in New York and distribute the money to New
York residents in the form of a dividend.”” While it is not yet

clear that either proposed data dividend would be directly
associated with actual data ownership, the implications of
potential data ownership warrant highlighting it here.

Notably, various consumer groups have suggested that

a data dividend may negatively impact consumers. For
example, at least one consumer protection organization
has taken the view that a data dividend would be a “bad
deal” for consumers.’ The Electronic Frontier Foundation
(EFF) has expressed similar concerns by noting that a
property rights scheme that would allow corporations

to pay consumers in exchange for personal information
might actually diminish consumers’ ultimate rights

to privacy.”

It is also possible that a potential data dividend may only
result in a few dollars for each consumer. According to

the Center for Data Innovation,?° if certain data platforms
shared half of their 2017 profits with their global users,
the checks would have been worth just three dollars
each.?' That said, this approach assumes data about
individuals would not be the subject of negotiations. It is
likely, however, that if data were to be deemed a property
right, organizations would soon surface across the country
that would attempt collectively to organize consumers and
negotiate, en masse, the value of their combined data with
the business community.

U.S. Presidential Candidate
Data Policy Platforms

The notion of data ownership also surfaced in the platform
of at least one candidate in the 2020 U.S. presidential
contest. Former 2020 U.S. presidential candidate Andrew
Yang’s policy platform included “Data as a Property Right.”??
His policy stated that “[d]ata generated by each individual
needs to be owned by them, with certain rights conveyed
that will allow them to know how it’s used and protect it.”?3

Yang’s policy also appeared to conflate ownership with
control. As previously discussed, the phrase “property
right,” which reflects an ownership interest, has a specific
legal meaning.?* Control alone, even expansive control,
does not equate to a property right. Depending on the form
his policy would have ultimately taken, his proposal for

a “property right” may have been more about increased
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consumer control over data that pertains to them than an
actual right. For instance, Yang’s data policy platform stated
that his proposal would include “[t]he right to be informed if
ownership of your data changes hands.”?® If a property right
in data were in effect, the consumer would be the owner of
the data and would not need to be informed if ownership
changed hands as no ownership change could take place
absent the consumer’s consent.?® This policy reflects the
more limited right to control and, again, does not convey an
ownership interest in the property.?’

Proposed Legislation in Congress

In 2019, Senator John Kennedy (R-LA) introduced
legislation (S. 806) that would create a property right

in data generated by users of the Internet. Senator
Kennedy’s legislation was called the “Own Your Own

Data Act,” and it is unambiguous in that it would bar the
collection of “private data” by social media companies and
grant consumers “property rights to all the data that they
generate on the Internet.”?® To do so, the bill would create
an “exclusive property right” for individuals in such data.?®
However, Senator Kennedy’s bill, as introduced, does not
define what constitutes a legal property right and has not
yet attracted additional co-sponsors or progressed in the
Senate beyond introduction. It is nonetheless an example
of one means by which data about individuals could easily
and very quickly migrate to the status of actual property.

Similarly, Senators Mark R. Warner (D-VA), Josh Hawley
(R-MO), and Richard Blumenthal (D-CT) introduced
legislation in October 2019 that would establish data
portability for consumers.®® The legislation, entitled

the “Augmenting Compatibility and Competition by
Enabling Service Switching Act” (ACCESS Act), does not
specifically address either property rights or property
ownership.® However, while discussing the proposal,
Senator Hawley noted that “[y]our data is your property”
and that the bill will “give consumers the power to move
their data from one service to another.”®? Again, as with
Mr. Yang, this legislation may reflect confusion about what
it means to actually own data.

Another notable legislator who has waded into the debate
over data ownership is the House Minority Leader, Kevin
McCarthy (R-CA). Like Senator Kennedy, McCarthy
seemed to be unambiguous in his expressed intent when
he said, on July 21, 2019, that “[c]onservatives believe in
private property ownership, and in this digital era, YOUR
DATA is your private property.” Then he added that
“[w]hen it comes to the data that tech companies collect
from you, you should be able to see it, control it, and—if
you so choose—delete it.”*3 Congressman McCarthy’s
comments again demonstrate how easily legislators use
the terms “ownership” and “control” interchangeably
without fully understanding or comprehending the legal
effects inherent in each term.3*

[ These | comments again demonstrate how easily legislators use the
terms ‘ownership’ and ‘control’ interchangeably without fully understanding
or comprehending the legal effects inherent in each term.




“OWNERSHIP” IN
PROPERTY LEGAL
FRAMEWORKS AND
APPLICABILITY TO DATA

Historically, ownership rights have been associated with tangible
objects as well as real estate, with an emphasis on the latter.** As
economies moved away from their agricultural origins, however,
property rights in intangible objects also became recognized, in
the form of intellectual property.>¢

As we will discuss, we choose to grant property rights where  to be characterized as “property,” as it has come to be
there is a social and economic value to affording those known. Second, the section assesses property-based
objects the rights and protections of property ownership. torts and applies the characteristics of data to such torts
to determine if a property right in data might be asserted
through a tort theory. Third, constitutional theories that
address issues of ownership in property rights are also
explored. The analysis applies these theories to data in
order to determine whether data can logically be afforded
the same protections that currently exist for traditional
forms of property. Finally, intellectual property theories are
discussed and analyzed to determine whether data might

Many of the discussions about data propertization
conflate ownership of data with control over data. While
individuals may restrict the use of data pertaining to them
under a range of state and federal laws, these restrictions
evidence “control” but do not give rise to the level of
ownership. Currently, individuals do not “own” data that
pertains to them.®’

Given the interest in extending an ownership right to fall within their scope.
consumers over data about them, however, it is worthwhile

to consider how, and if, data would fit into the current IR— | o f
ownership framework that derives from property law. This &€ While individuals may restrict the use o

section provides a summation of various property theories data perta in ,'ng to them under ara nge of
that encompass the notion of “ownership,” and considers

their application to data. First, the section explains state and federal laws, these restrictions

tural law theories that th inni f . . .
natural law theories that address the underpinnings evidence ‘control’ but do not give rise to the
property rights and analyzes the theories as they compare
with the common characteristics of data. This analysis level of ownership. 33

explains whether data has the requisite characteristics
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Natural Law Theories

Historically, there have been two prevailing theories used
to justify property ownership which underlie much of our
modern thinking about property rights. The first theory,
the Labor Theory, asserts that ownership is justified
whenever an individual has contributed his or her labor

to produce, create, or obtain the object.®® Stated another
way, creating things of value from whole cloth can warrant
property ownership. The second theory, the Scarcity
Theory, suggests that ownership is justified when the
would-be property is scarce.®® Neither theory supports an
individual right to data ownership.

The first theory justifies ownership over objects that
were created through an individual’s expenditure of his
or her labor.*® For example, an individual who creates a
work of art has a property right in this work. In the data
context, we often recognize a property right in profiles
of information that a business labors to create, using
data elements that contain information about individual

consumers. However, we do not grant a property right
in the data itself because a person has not labored or
performed work to create data about him or her.* Much
data about a person is merely assigned.

Similarly, the second theory justifies ownership when a
product is scarce.*? According to the theory, if a product is
not scarce, it could be used in a way that would not restrict
others from using the same product.*? If no need exists to
restrict another’s use of a product, there is no need for a
property right.** In the data context, this theory would not
support an individual property right in data about a person
because data itself is not a scarce resource. Data elements
about a person, such as names and addresses, are widely
distributed and are easily reproduced with minimal effort.*°

Accordingly, on the individual level, such data does not
reflect the type of scarcity that would justify the extension
of a property right.

Tort Law

Traditionally, an individual who owns property that has been
harmed may enforce his or her property rights through the
exercise of tort law. Traditional property related theories of
tort law, such as trespass of chattels as well as the bailment
theory, also do not contemplate an individual property

right in personal data. In contrast, invasion of privacy torts
provide a limited mechanism for individuals to address

the acquisition or use of personal data without the need to
create a property right in such data.

Trespass to Chattels

tis difficult to apply the theory of trespass to chattels
to data pertaining to individuals. Traditional trespass
theories of harm require injury to a tangible, physical
item of property.*® When data about a person is acquired,
with or without permission, it does not usually involve a
physical trespass.*’ Even if individuals were granted an
ownership right in data about themselves, it would be
unlikely to change the outcome of trespass of chattels
litigation. As a result, we do not believe that providing a
property right in data would allow consumers to use tort
law to enforce their trespass-related claims.

Bailment Theory

Bailment theory would present similar difficulties were an
individual property right to be created in data. A bailment
is a legal relationship at common law that arises when

the physical custody of personal property is temporarily
passed from the owner (the bailor) to another (the bailee).
The bailee has custody over the property for a specific
purpose and typically owes a legal obligation to keep

the item secure and undamaged. The bailee never takes
actual ownership of the property. If the bailee breaches
the terms of the bailment, he or she could find themselves
liable for the tort of conversion or for breach of contract.*®

While the bailment theory has been given new life in both
the Fourth Amendment*® and data breach contexts, it
also does not easily apply to personal data. Courts in data



security litigation have not yet focused on whether an
individual owns or controls data that pertains to them.
Instead, they have looked at the transfer of the data itself
and asked whether it constitutes the “delivery” of property
to a bailee, or the non-owner. Most courts have answered

k& Today these torts provide a limited
means at common law for individuals
to assert control over information
about them without the need to

actually own or enjoy dominion over
the information. 99

that question in the negative.*® One court noted that
electronic data could be delivered, and a bailment created,
in circumstances where the bailee promised to return the
data.’' If the return of data is not explicitly negotiated in the
online transaction, courts continue to be unlikely to find the
existence of a bailment. As a result, even if an individual
were granted a property right in his or her data, it is not
clear that an individual can enforce his or her rights in

the event of a breach absent an explicit negotiation in the
contract regarding the return of such data.

Invasion of Privacy

In the absence of general privacy legislation, individuals
use the invasion of privacy torts to remedy the harms
caused by the unauthorized acquisition or use of personal
data. The Second Restatement identifies the four privacy
torts as: (1) intrusion upon seclusion; (2) disclosure of
private facts; (3) appropriation of name or likeness; and
(4) false light. Today these torts provide a limited means

which is ill-suited for how personal data is usually exposed
in a data breach.>* Granting an ownership right in personal
data does not address those concerns and would not
expand the grounds upon which individuals may use the
invasion of privacy torts to protect data about them.

Constitutional Law

Granting an individual property right in personal data
may also raise several constitutional issues, ranging from
Article Il standing®® to the Fifth Amendment,®® and, most
relevant for our analysis, the First Amendment.

Should the government create an individual right in
personal data, it would likely encounter First Amendment
issues. The First Amendment, of course, prohibits the
government from making laws that abridge the free
expression of speech. In a 2011 decision, Sorrell v. IMS
Health, the Supreme Court held that prescriber-identifying
information, a form of personal data, qualifies as speech
within the meaning of the First Amendment.®” As a result
of this finding, when the government seeks to impose

a content- or speaker-based burden on this form of
information, it subjects itself to a “heightened scrutiny”
of review.5®

Applying this logic to data propertization raises First
Amendment considerations. Some academics have
argued that such propertization would “restrict data
collection and thus hamper the free flow of information,”
in violation of the First Amendment.®® Creating a
property right in data, they contend, could function

as an impermissible restriction on speech. Thus, by
creating a property right in data, legislatures could

k& Thus, by creating a property right in data,
legislatures could inadvertently mandate a

at common law for individuals to assert control over
information about them without the need to actually own
or enjoy dominion over the information.

broad restriction on the free flow of information

between parties, which, in addition to running
into constitutional issues, could have adverse
consequences for consumers. 93

The use of the invasion of privacy torts has been limited by
the privacy torts’ focus on the public exposure of private
information through actual publication,®® an approach
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inadvertently mandate a broad restriction on the free
flow of information between parties, which, in addition

to running into constitutional issues, could have adverse
consequences for consumers. The First Amendment
requires the government to demonstrate the need and
effectiveness of privacy laws that restrict expression,
regardless of whether that speech is commercial.t° As a
consequencs, it is not clear that the creation of a property
right in personal data could ultimately withstand scrutiny
under the First Amendment.

Intellectual Property

Intellectual property concepts are particularly relevant to
understanding how property laws can apply to data about
individuals because such concepts contemplate property
rights over intangible information. Intellectual property
provides a means to protect intangible information
through copyright law, trademark law, ®' and patent law.%?
Of the three, copyright law alone provides a framework in
which data could be propertized.

J)

The Copyright Clause of the U.S. Constitution allows
Congress to create copyrights in works that are original,
not in the underlying data or facts. The law protects the
creative expression of information, not the underlying
information itself.?® However, compilations of data

can be copyrighted. In Feist Publications, Inc. v. Rural
Telephone Service Co., the Supreme Court unanimously
held that compilations of data can be copyrighted and
thus protected, but only if originality is a key feature in the
collection or compilation of that data.5*

Applying Feist to the data context, copyright law would not
automatically create an individual ownership right in data
about a person or the compilation of such data absent
some form of creativity. Without copyright protections,
individual pieces of data and even compilations of facts
could be accessed and reused by another compiler.
Following the line of reasoning in Feist, copyright law

alone does not provide a meaningful way for individuals

to own data that pertains to them.



THE NEXT DECADE’S U.S.
B2C DATA FRAMEWORK

While many U.S. fora continue to consider whether a consumer
privacy legal framework grounded in the notion of control
remains the ideal governance structure, what has emerged with
the successes of the data economy are the numerous positive
outcomes associated with treating data as unattached from

property rights.

As such, decision makers contemplating any future data
framework intended to benefit consumers may be wise to
embrace a system that does not codify consumer property
rights as they may pertain to data about individuals.

Positive Outcomes of Data Being
Unattached from Property Rights

The U.S. data economy suggests that the United States
should continue to treat data as a resource that is not
owned as property by individuals. Americans enjoy
many benefits that flow from data being unattached

to a consumer property right while having tools to

allow them to exert control over data that pertains to
them. Continuing to view data in this way will benefit
Americans in countless ways including: (1) maintaining

k& Consumers may ultimately benefit
from property rights remaining

unassociated with data because they
are more likely to continue to receive
free services and products. 33

low costs of products and services for consumers; (2)
avoiding valuation concerns over data; (3) enabling
consumers to control data about them; (4) allowing
data and studies to be reliable; (5) allowing consumers
to leverage their credit history to access capital,
employment, and other resources; (6) empowering
entrepreneurship to flourish; and (7) not creating an
unequal privacy regime based on income status.

Costs to Consumers

Absent a property right in data, the costs of services to
consumers may remain low. Consumers may ultimately
benefit from property rights remaining unassociated with
data because they are more likely to continue to receive
free services and products. Social media platforms

and hundreds of other sites and applications advertise
their services free to consumers.® In exchange for free
services, companies often use data about consumers to
provide such services. However, if a property right were
broadly granted, businesses would likely have to pay
consumers to use data pertaining to them. Not only would
these payments increase the costs of doing business for
a company, but they would likely also lessen a company’s
revenue as the stream of data it could monetize and rely
upon would probably diminish. If a property right in data
were to exist, the financial impact of such a right may
ultimately be borne by consumers. As companies’ profits

The National Business Coalition on E-Commerce and Privacy i -



diminish, they likely will seek other means to increase
revenue, such as by requiring payment for services. If a
property right in data were to exist, then services that
were once free to consumers might no longer be free.

This outcome may not be in line with either consumer
desires or expectations. According to a 2019 survey from
the Center for Data Innovation, only one in four Americans
would want online services, such as social media
platforms, to collect less data about them if it meant

that consumers would have to start paying a fee to use
the companies’ services.®® Forty-two percent of survey
respondents strongly disagreed that they would like online
services to collect less data about them if it meant paying
amonthly fee.’” Therefore, to reflect consumers’ desires
and expectations, data about individuals should continue
to be considered as distinct from property rights, and by
continuing to view data as disassociated from property
rights, Americans may continue to enjoy services and
products at lower costs.

Valuation

For a property right in data to be meaningful to
consumers, the value of the data would likely need to be
determined. Scholars and political commentators have
noted that valuing data about individuals would be difficult
and raises many questions.®® For instance, from what
perspective should the data be valued? Is the appropriate
value the value the consumer attributes to the data, or the
value the company attributes to the data?

As noted previously, the potential difficulty of valuing
data about consumers was recently reflected in the
newly enacted CCPA. In the original legislation, a
business could charge a consumer a different rate if the

rate was related to the “value provided to the consumer”
by the consumer’s data. In amending the CCPA to
charge a different rate based on the value “provided

to the business,” the California legislature seems to
have acknowledged difficulties in determining how data
can be valued.®®

Even if an agreed-upon system for valuation existed,

the value of data may not be satisfying to consumers.
Americans tend to overestimate the value of information
about them. In 2019, for example, Morning Consult, an
online survey research company, asked 2,200 American
adults to put a dollar amount on how much they thought
pieces of personal information about them were worth.”
The average response for an address was $50, while the
average response for geolocation information and internet
browsing history was $100.” However, according to the
Financial Times’ 2013 personal data value calculator, the
average person’s data is worth far, far less—the average
person’s data typically retails for under a dollar.”? General
information about a single person, such as age, gender
and location, is worth just $0.0005 per person, whereas
a person shopping for a particular product is slightly more
valuable to companies promoting those goods.” Even
data that would likely be considered the most sensitive

to consumers, such as specific health conditions or
prescriptions, may only “retail” for $0.26 a person.™

Again, as noted earlier, these estimates assume that the
value of data would be evaluated individually. But, again,

if a property right in data about an individual were to be
created, it is quite likely that organizations would soon
form to collectively negotiate the cost of data belonging to
massive numbers of consumers. That collective approach
would probably enhance the value of the data mass, but
also lessen the reliability of data generally available.

Consumers’ Ahility
to Control Information

Americans frequently enjoy the ability to control what
information is collected about them and what information is
shared about them, and can even request that companies
delete information about them. For example, states now
have statutory schemes that allow consumers to exercise
control over data about them, including the CCPA™ or the
Nevada Privacy of Information Collected on the Internet



k& Upon the sale of a consumer’s
property right, the consumer would

lose his/her her rights to the property
and would no longer be able to
exercise control. 33

from Consumers Act.”® Additionally, some companies
voluntarily provide means of consumer control over

data, such as through “Do Not Track” initiatives’’ or tools
that prevent data from being associated with consumer
accounts.’® Legislative, industry, or company efforts could
further grant consumers control over data about them.
However, granting a legal property right in data may be
inconsistent with expanding consumer control.

The ability to exercise control would likely diminish if a
property right were granted in data. Upon the sale of a
consumer’s property right, the consumer would lose his/
her rights to the property and would no longer be able to
exercise control. This is true in the real property context.
For instance, when a person sells his/her house, he/she
cannot go to the new owner and request to have access
to the home. In a typical sale, once an item of property

is sold, the ability to continue to access or control that
property evaporates. Some scholars have advocated

for a property right in data with the understanding that
consumers could continually sell data, and therefore,
maintain control of the underlying data even through a
sale.”® A true sale of property would not allow a consumer
to maintain his/her own rights. A sale of property involves
an exchange of ownership,®° while licensing involves
retaining ownership but giving permission for third parties
to utilize the property.®' Relatedly, others have noted that
there is no reason to believe that companies would not
seek exclusive rights to data they purchase,®? which not
only would cut off consumer control over data, but also
would decrease the flow of information by limiting the
access of data to the new “owner.” Therefore, upon a sale
of data about them, the consumer likely would not be able
to access the data, exclude others from it, or importantly,
control the data. By continuing to view data as detached

from property rights, consumers may be able to maintain
a more effective means by which they can control
personal data.

Reliability

More data may be available if data remains unencumbered
by property rights, and data will flow far more freely.
More data being available could also lead to larger
datasets and positively impact the reliability of data.
While discussions about property rights in data often
focus on data generated on the Internet, a property right
in data could impact all data about individuals, including
data used for common, socially beneficial purposes.

For instance, data used for scientific research could be
adversely impacted and lead to decreased reliability of
scientific studies and the data supporting them. If people
have a property right in data about them, data needed for
research might be less available as a result of the cost of
obtaining the necessary data and/or decisions by data

k€ In contrast, not granting a property right in
data about individuals would allow data to flow

freely, be used widely in scientific studies, and
positively impact the reliability of studies. 33

owners to withhold the data. The cost of obtaining data
could be too large for researchers to bear, with the result
that researchers would have to rely on smaller datasets
and sample sizes in their research. Having smaller datasets
and sample sizes could decrease the reliability of such
studies and slow scientific progress, which could have
particularly detrimental consequences in the healthcare
context. Surveys and scientific studies performed by
gither the government or by private researchers rely on
large sample sizes to produce accurate outcomes. The
smaller the dataset, the more likely the sample size will be
too small to be reliable. A small sample size can produce
false-positives or over-estimate the value of conclusions.®
These inaccuracies can happen because, in small datasets,
sampling errors like selection bias or the undercoverage
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of certain groups occur more frequently.2* In contrast,
not granting a property right in data about individuals
would allow data to flow freely, be used widely in scientific
studies, and positively impact the reliability of studies.

Creditworthiness

A lack of consumer ownership of data pertaining to

them is particularly useful in the context of credit. Credit
provides a means for consumers to obtain capital for
goods or services that an individual may not be able to
purchase with a one-time payment. For example, if an
individual wished to purchase a house, he or she could
obtain credit from a bank to do so immediately rather than
need to wait and save hundreds of thousands of dollars to
make a one-time payment in the future.

Credit reports provide businesses with information about
an individual’s payment and spending habits that allows
those businesses to assess the risk of engagingin a
transaction with that individual.®® An individual’s credit
history is reviewed in a wide range of circumstances such
as loan offers, background checks for employment, or
applications for rent. Individuals who have historically
been responsible with their payments can use these credit
histories as proof to businesses that they are a reliable
party in a transaction. In the long run, this lowers the cost
of borrowing because lenders may trust the information
provided to them through credit bureaus to make their
lending decisions.

Businesses may look to alternative sources of data
pertaining to individuals outside of credit reports if they
are interacting with consumers who have not had enough

k& Ifan individual were granted a property
right in data about him or her, he or she
could theoretically forbid credit bureaus

or businesses from collecting or using
the information to decide whether to
extend credit. 9
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time to build a credit history. For example, businesses
may look to alternate data like rent and utility payment
histories or bank account information to provide a means
for consumers to access credit.®®

Both credit reports and alternative sources of credit data
require access to information about individuals in order

to be reliable. If an individual were granted a property

right in data about him or her, he or she could theoretically
forbid credit bureaus or businesses from collecting or
using the information to decide whether to extend credit.
Restricting the flow of information in this way creates a
reliability problem for businesses. Put simply, businesses
are less likely to extend credit to an individual if there is not
a verifiable means to provide assurance that the individual
will repay. Absent this information, businesses are more
likely to compensate for this verification issue by increasing
the price of products and/or by eliminating access to these
products altogether. A third consequence would likely be an
adverse impact on the speed that decisions could be made.
All options harm consumers and businesses.

Entrepreneurship

Some of the largest companies in the world have business
models that rely heavily on data—and were founded by
young entrepreneurs.t’ If a property right in data had
existed when such companies were created, the costs
associated with entering the market may have heen

too high for these young founders and their companies

to flourish. By being able to use data about consumers
without paying for it, these companies were able to create
their businesses and offer products on which consumers
can now rely daily. The ability for future entrepreneurs to
enter the U.S. market can remain strong—by continuing
to view property rights as disconnected to data, the costs
of entering industries that rely upon data may remain

low. Continuing to view data and rights associated with

it in the way they are currently conceived may foster
entrepreneurship and further solidify the United States as
aleader in innovation.

Equality

Creating a property right in data could also adversely
impact people with less resources. For instance,
individuals with more resources may be less inclined



to sell data to companies, which could lead to skewed
data sets collected by companies but also, importantly,
could lead to the exercise of privacy protections based

on economic status. A property right in data could

create the mirror of a “pay-for-privacy” (PFP) model.

PFP models enable consumers to pay for greater privacy
restrictions.®® The EFF has expressed opposition to pay
for privacy models and has expressed the view that such
models undermine consumer privacy by discouraging
people from exercising rights to privacy and by leading to
unequal privacy protections based on income status.
By granting a property right in data, people with fewer
economic resources may be encouraged to sell their data.
Even though the sale of data under these circumstances
would be the result of a willful decision, such sale could
also decrease a consumer’s privacy, leading to an unequal
privacy protection impact based on economic status.

This debate arose during the October 2019 Senate
Committee on Banking, Housing, and Urban Affairs
hearing on data ownership. Two members of the
Committee, Senator Sherrod Brown (D-0OH) and
Senator Martha McSally (R-AZ), expressed concern
that endowing data with property rights could increase
the country’s economic divide because, they said, less
wealthy consumers would be more likely to sell data.

Next Steps

This paper has attempted to examine the conflation of the
terms “control” and “ownership” in the U.S. data debate,
detailed a range of consumer property theories, including
possible impediments to achieving an actual property

right in data (e.g, the First Amendment), and identified
some cautionary consequences of adopting, by law, a
property right in data.

Continuing risks exist to which policymakers ought to

be sensitized. One is the risk posed by judicial fiat—the
possibility that a federal or state court of law may

create a property right by interpreting a statute and/

or a previous holding in a fashion that establishes the
right by law. For example, the text of the CCPA, which
became effective on January 1, 2020, contains no less
than 25 references to possessive consumer ownership of
information about themselves and, in one instance, the
statute expressly requires that a covered business provide
a “clear and conspicuous” link on its home page, titled
“Do Not Sell My Personal Information.”® This link would
enable a consumer to direct the business not to sell any
information that pertains to him or her.

Another alternative avenue of approach may be best
exemplified by California Governor Newsom'’s proposed
but not yet fully explained “data dividend.”®' Depending on
how his proposal is ultimately articulated, it might attempt
to bypass the challenges associated with allowing the
market to establish a monetary “value” for personal data
by creating a statutory value, as has already occurred

by the setting of civil penalties in section 12(b), and then
assessing, again by either statute or rule, the amount a
business or businesses must contribute to a state fund
designed to provide the resources necessary to pay this
“dividend.” This statutory figure would then risk becoming
a political weapon, subject to being increased by political
whim and not the marketplace.

k& One is the risk posed by judicial fiat—the possibility that a federal
or state court of law may create a property right by interpreting a
statute and/or a previous holding in a fashion that establishes the

right by law. 3
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CONCLUSION

We are at a key inflection point with the B2C data-based economy

in the United States.

Never before has there been such a confluence of will conflation of the terms control and ownership in the data
among decision makers and stakeholders that could debate currently underway, we hope this paper proves
engineer a new and very different framework surrounding to be a practical tool in helping policymakers decide how
data, with the potential to alter the way the economy data ought to be treated.

functions. By placing the spotlight on the apparent
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