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Important Information About Today’s Presentation

This presentation is for general informational purposes only and does not represent 
and is not intended to provide legal advice or opinion and should not be relied on as 
such. Legal advice can be provided only in response to specific fact situations. 

This presentation does not represent any undertaking to keep recipients advised as to 
all or any relevant legal developments.

ATTORNEY ADVERTISING. Prior results do not guarantee a similar outcome. 
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Today’s Webinar

1. Introduction
2. Divided Congress 
3. Today’s CFPB and FTC
4. The Future of the CFPB 
5. CFPB Rulemakings, Policy Initiatives, and Enforcement Trends
6. Privacy and Data Security
7. Potpourri / Q&A

• Opportunities & Managing Risk
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For an index of articles and presentations on CFS topics, see 
www.Venable.com/cfs/publications.

http://www.venable.com/cfs/publications


Divided Congress and What this Means for 
the CFPB and FTC
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The 118th Congress and the Biden Administration

• Return of divided government and continued narrow majorities in both chambers

◦ House – Republicans flip majority (mirror image of 117th Congress)

◦ Senate – Democrats retain control and gain a seat for outright majority

◦ Overall, this was the best midterm performance by President’s party since 2002

• What does this mean?

◦ House – a slim majority is still a majority

▫ Aggressive oversight

▫ RIP Biden legislative agenda

◦ Senate – no more veto power for any one senator

▫ Biden maintains control over judicial nominations and personnel – agency leaders are 
able to implement

▫ Counterbalance to House Republican oversight

◦ Biden administration – no course correction (including banking agencies)
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Big Picture
• 2024 presidential election will inform everything that does (and doesn’t) happen in the next 

two years 
◦ GOP will seek to deny Biden any major “wins,” while conducting aggressive oversight meant 

to compliment eventual campaign messaging
• House – paltry majority and embattled leadership lend GOP oversight power but little else

◦ Unwieldy Republican conference enjoys little policy leverage beyond default brinkmanship
◦ Discrete areas of bipartisan interest at committee level could bear fruit
◦ Oversight – populist bent, reflecting the mood of the base

▫ Focus on “woke capital” and ESG industry, fiduciary responsibility, and proxy voting 
reforms and “Big Tech,” including data privacy, anti-trust/competition, and Section 230

• Senate – Democrats maintain ability to control nominations, and flipping Pennsylvania seat 
eases procedural challenges of a 50-50 chamber
◦ Balance of power maintains possibility of bipartisan action – easier to strike a deal that 

requires 10 Republicans than one that needs 26+
• White House – Administration governs via regs/executive action with its preferred personnel
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CFS Legislative Landscape
• Congressional priorities:

◦ Cryptocurrency

▫ Stablecoins and CBDC

▫ Jurisdictional disputes

▫ AML/CFT requirements

▫ Federal Reserve Master Accounts

◦ ESG policies and “woke capitalism”

▫ Climate-risk disclosures

▫ ESG rating firms

▫ State developments

◦ Agency oversight

▫ Securities and Exchange Commission

▫ Consumer Financial Protection Bureau

▫ Federal Reserve

◦ Data privacy and changes to GLBA

◦ Payments

◦ Housing

• Key players

◦ House: Rep. McHenry, Rep. Waters

◦ Senate: Sen. Brown, Sen. Tim Scott, Sen. Stabenow, Sen. Boozman, Sen. Warren
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Today’s CFPB and FTC
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Consumer Financial Protection Bureau Federal Trade Commission

CFPB and FTC:  Working in Tandem

Resigned



What’s the Future of the CFPB?:  CFSA v. 
CFPB (“The 5th Circuit Case”)
What Happened? What’s Next?



How Did We Get Here?
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Consumer Financial Protection Act of 2010

• Title X of the Dodd-Frank Act, entitled the “Consumer Financial Protection Act 
of 2010,” consolidated many federal consumer protection responsibilities into the 
CFPB.

• Stripped rulemaking authority for a host of federal consumer statutes from other 
agencies and authorizes CFPB to prescribe uniform rules

• Stripped federally-chartered institutions of a significant degree of charter preemption 
authority

1 2



Building the CFPB

• Independent bureau of the Federal Reserve 
Board (FRB)

• A director with a 5-year term
◦ Nominated by the President and approved 

by the Senate

• Statutory language that makes clear the FRB 
itself cannot interfere with the functions of 
the CFPB
◦ An independent agency within an 

independent agency

◦ FRB may delegate their bank consumer 
examination and supervision functions to 
the CFPB
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Funding of the New CFPB

• Under the Dodd-Frank Act, the CFPB is funded 
principally by transfers from the Board of 
Governors of the Federal Reserve System up to a 
limit set forth in the statute. 

• The CFPB can request funds from the Federal 
Reserve that are reasonably necessary to carry out 
its consumer financial protection functions.

• The CFPB’s funding from the Federal Reserve is 
capped at a pre-set percentage of the total 2009 
operating expenses of the Federal Reserve System, 
subject to an annual adjustment. 

According to the CFPB:
“The Dodd-Frank Act followed 
long-established precedent in 

providing the CFPB with funding 
outside of the congressional 

appropriations process. Congress 
has consistently provided for 
independent funding for bank 

supervisors to allow for long-term 
planning and the execution of 

complex initiatives and to ensure 
that banks are examined regularly 
and thoroughly for both safety and 

soundness and compliance with 
the law.”
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CFSA v. CFPB

• Consumer Financial Services Association of America (CFSA) 
is an industry trade organization for small-dollar lenders 
that challenged the Payday Lending Rule, finalized in 2017.

• CFSA sued the CFPB to invalidate the Payday Lending Rule.

• CFSA made numerous arguments regarding the validity of 
the Rule. In particular, CFSA argued that the Rule should be 
invalidated because it was arbitrary and capricious, and the 
CFPB receives its funding in an unconstitutional manner.

• The CFPB receives its funding from the Federal Reserve 
rather than through Congressional appropriations.
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U.S. Court of Appeals for the Fifth Circuit

• Panel held that the CFPB is funded in an 
unconstitutional manner.

• The court reasoned that the Constitution’s framers 
sought to create separation of powers by placing the 
power of the purse exclusively in Congress’s purview, 
articulated through the Appropriations Clause in the 
Constitution.

• When Congress combined authority (rulemaking, 
supervision, enforcement) over consumer financial 
services with the ability to self-fund into one agency, 
Congress violated the principle of separation of 
powers and the Appropriations Clause.

“We agree that, for the most part, the 
Plaintiffs’ claims miss their mark. But 

one arrow has found its target: 
Congress’s decision to abdicate its 
appropriations power under the 

Constitution, i.e., to cede its power of 
the purse to the Bureau, violates the 

Constitution’s structural separation of 
powers. We thus reverse the judgment 
of the district court, render judgment 
in favor of the Plaintiffs, and vacate 
the Bureau’s 2017 Payday Lending 

Rule.” 
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U.S. Court of Appeals for the Fifth Circuit (cont’d)

“Congress’s appropriations power, including the express exemption from 
congressional review of its funding, renders the Bureau ‘no longer dependent 

and, as a result, no longer accountable’ to Congress and, ultimately, to the people 
. . . . By abandoning its ‘most complete and effectual’ check on ‘the overgrown 

prerogatives of the other branches of the government’—indeed, by enabling them 
in the Bureau’s case—Congress ran afoul of the separation of powers embodied in 

the Appropriations Clause.”

Slip op. at 32.
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U.S. Court of Appeals for the Fifth Circuit (cont’d)

• The court required CFSA to show that the unconstitutional funding mechanism 
inflicted harm on CFSA before the court would invalidate the rule.

• But the court said this was straightforward in this case. Since the CFPB received all its 
operational funds through the Federal Reserve, the unconstitutional funding 
mechanism was the only way that the CFPB could have promulgated the rule.

• The court invalidated the Payday Lending Rule.
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U.S. Court of Appeals for the Fifth Circuit (cont’d)

“Because the funding employed by the Bureau to promulgate the Payday Lending 
Rule was wholly drawn through the agency’s unconstitutional funding scheme, 

there is a linear nexus between the infirm provision (the Bureau’s funding 
mechanism) and the challenged action (promulgation of the rule) 

. . . . Plaintiffs were thus harmed by the Bureau’s improper use of unappropriated 
funds to engage in the rulemaking at issue.”

Slip op. at 38.
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U.S. Court of Appeals
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Courts Are Already Being Asked to Consider the Holding
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What Other CFPB Actions May Be Challenged?
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What does this all mean?
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• Fifth Circuit is the only appeals court to have "ever held that an act of Congress violated the 
Appropriations Clause.“

• The Second Circuit squarely rejected the Fifth Circuit's position and upheld the CFPB's funding 
structure.  (CFPB v. Law Offices of Crystal Moroney PC)

• The Supreme Court granted certiorari on February 27, agreeing to hear the case in its next term 
with a decision likely coming in first half of 2024.

• Supreme Court may take one of several approaches….



CFPB Investigations, Enforcement, and 
Policy Initiatives (non-exhaustive)



• Nonbanks whose activities the CFPB has reasonable cause to 
determine pose risks to consumers. Expands nonbank exams 
beyond 

◦ mortgage, private student loan, and payday loan industries, 
regardless of size 

◦ “larger participants” in other nonbank markets for consumer 
financial products and services (i.e., consumer reporting, 
debt collection, student loan servicing, international 
remittances, and auto loan servicing)

• Continued Release of Consumer Financial Protection Circulars 
and advisory opinions:

◦ make our positions on statutory authorities clear to covered 
entities, the public, and other consumer protection enforcers 

◦ transparency by launching a new way for the public to 
petition for rulemakings

• Emerging Trends from the Trenches:  Perpetual exams for 
certain nonbanks vs. cadence of risk-based exams, payment 
processing fees, scrutiny of AI, concerns with failure to consider 
all available options (dark patterns), debt collection / loss 
mitigation, credit reporting, privacy, and more

“Supervision is increasing its focus on repeat 
offenders, particularly those who violate agency or court 
orders. 

As part of that focus, Supervision has created a Repeat 
Offender Unit.

• reviewing and monitoring the activities of repeat 
offenders;

• identifying the root cause of recurring violations;

• pursuing and recommending solutions and remedies 
that hold entities accountable for

• failing to consistently comply with Federal consumer 
financial law; and

• designing a model for order review and monitoring that 
reduces the occurrences of repeat offenders.”

Source:  CFPB Supervisory Highlights Fall 2022

Expanded Supervision / Focus on Repeat 
Offenders
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CFPB Developments (cont’d)

• Debt Relief Services (remnants of prior 
administration or new focus?)

• Student loan debt relief
• Mortgage assistance relief services (MARS)

• Credit Repair 
• Debt buyer (repeat offender allegations)

• Debt collection
• Fintech Automated Savings Tool

• Nonbank Automotive Finance Company
• Banks

• And more….
*Potential for expanded supervision and exams 
of nonbanks not presently subject to exams
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• January 11, 2023, CFPB published a proposed rule that would 
require supervised nonbank entities to register and 
provide information about their use of certain terms 
and conditions in standard-form contracts.  

• In particular, the CFPB is targeting the following types of 
terms:
◦ waivers of claims a consumer can bring in a legal action; 
◦ limits on the company’s liability to a consumer; 
◦ limits on the consumer’s ability to bring a legal action by 

dictating the time frame, forum, or venue for a consumer to 
bring a legal action; 

◦ limits on the ability of a consumer to bring or participate in 
collective legal actions such as class actions; 

◦ limits on the ability of the consumer to complain or post 
reviews; certain other waivers of consumer rights or other 
legal protections; and arbitration agreements

• Status:  NPRM

Nonbank Registration of Consumer Terms and 
Conditions
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• In August 2022, the CFPB issued an interpretive rule limiting the applicability of the Consumer 
Financial Protection Act’s (CFPA) “time or space” exception.  

◦ Director Chopra indicated the rule is in response to the increase in “sophisticated behavioral 
targeted techniques” used to market financial products. 

• As a general rule, entities that merely provide “time or space” for a financial company’s ad are not 
subject to CFPB jurisdiction.  The new rule clarifies that digital marketing providers that are 
“materially involved” in developing content strategy are going beyond the provision of ad space 
and time—and therefore are not protected by the exception.

◦ Providers who offer only “minimally involved” services, such as allowing a financial firm to 
run an ad on a particular website or application of the firm’s choosing, remain exempt from 
the CFPA. 

• As a result, an increased number of digital marketers are now potentially subject to CFPB and 
state enforcement. 

• Publication Date:  August 17, 2022. 

CFPB Interpretive Rule Limiting Applicability of 
CFPA’s “Time or Space” Exception
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CFPB Takes Aim at Digital Marketing Providers 
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Open Banking
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Open Banking 1033 Rulemaking (Cont’d)
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Junk Fees and Dark Patterns



CFPB Targets Continuity Programs, and BNPL
Study 



CFPB Guidance on Auto Renewal Programs
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Insufficient Data Protection or Information Security 
is a Potential UDAAP

•Multi-factor Authentication: Multi-factor authentication 
greatly increases the level of difficulty for adversaries to 
compromise enterprise user accounts, and thus gain access to 
sensitive customer data. Multi-factor authentication can protect 
against credential phishing, such as those using the Web 
Authentication standard supported by web browsers.
•Adequate Password Management: Unauthorized use of 
passwords is a common data security issue, as is the use of default 
enterprise logins or passwords. Username and password 
combinations can be sold on the dark web or posted for free on 
the internet, creating risk of future breaches. For firms that are 
still using passwords, password management policies and 
practices allow for ways to monitor for breaches at other entities 
where employees may be re-using logins and passwords.

•Timely Software Updates: Software vendors and creators, 
including open-source software libraries and projects, often send 
out patches and other updates to address continuously emerging 
threats. Upon announcement of these updates to address 
vulnerabilities, hackers immediately become aware that firms 
using older versions of software are potential targets to exploit. 
Protocols to immediately update software and address 
vulnerabilities once they become publicly known can reduce 
vulnerabilities.
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AI and Algorithms Held to Legal Requirements
The CFPB found that Hello Digit engaged in deceptive acts or 
practices, violating the Consumer Financial Protection Act. 
• Falsely guaranteed no overdrafts: Hello Digit 

represented that its tool “never transfers more than you 
can afford,” and it provided a “no overdraft guarantee.” 
But instead, Hello Digit routinely caused consumers’ 
checking accounts to incur overdraft fees charged by 
their banks. Hello Digit received complaints about 
overdrafts daily.

• Broke promises to make whole on its mistakes: The 
company also represented that if there was an overdraft, 
it would reimburse consumers. But the company often 
denied customers who tried to recoup their money. The 
company has received nearly 70,000 overdraft-
reimbursement requests since 2017.

• Pocketed interest that should have gone to 
consumers: As of mid-2017, Hello Digit deceived 
consumers when it represented that it would not keep 
any interest earned on consumer funds that it was 
holding, when in fact the company kept a significant 
amount of the interest earned. Had Hello Digit kept its 
promise to not keep the interest on consumers’ funds, 
consumers could have pocketed the extra savings.

Redress and $2.7m fine.
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CFPB Issues Guidance on “Abusive” Acts or 
Practices

In this policy statement, the CFPB sets forth how 
abusive conduct generally includes 

(1) obscuring important features of a product or 
service or 

(2) leveraging certain circumstances—including 
gaps in understanding, unequal bargaining 
power, or consumer reliance—to take 
unreasonable advantage. 

In particular, the statement describes how the 
use of dark patterns, set-up-to-fail business 
models like those observed before the mortgage 
crisis, profiteering off captive customers, and 
kickbacks and self-dealing can be abusive.



Additional Regulatory Highlights (non-exhaustive)
• FDIC Focus on Bank Partnerships 

(unsafe or unsound practices) (March 2023 
Consent Order w/CRB)

• Use of Credit Reports:  CFPB issued a 
legal interpretation to ensure that 
companies that use and share credit reports 
and background reports have a permissible 
purpose under the Fair Credit Reporting 
Act. 
• Credit reporting companies and users of 

credit reports have specific obligations to 
protect the public’s data privacy. 

• The advisory also reminds covered 
entities of potential criminal liability for 
certain misconduct.

• Student Loan Debt Relief:  FTC and 
CFPB actions against student loan debt 
relief providers.

• Focus on Payment Systems:  CFPB is 
surveying top payment service companies 

• CFPB Encourages States:  CFPB issued an 
interpretive rule that describes states’ 
authorities to pursue lawbreaking companies 
and individuals that violate the provisions of 
federal consumer financial protection law. 
Because of the crucial role states play in 
protecting consumers, the Consumer 
Financial Protection Act grants their 
consumer protection enforcers the authority 
to protect their citizens and otherwise pursue 
lawbreakers.

• Expanded Exam Authority:  CFPB 
announced that it is invoking a largely unused 
legal provision to examine nonbank financial 
companies that pose risks to consumers.

• Debt Collection:  Regulation F Rulemaking 
Exam and Year One

• FTC Safeguards Rule (new compliance 
requirements)

• Small Business Lending: SBA opens 7(a) 
Loan Program to Fintechs



Brief Privacy and Data Security Law Update



FTC Safeguards Rule

4 0

The Safeguards Rule applies to financial institutions subject to the FTC’s jurisdiction 
and that aren’t subject to the enforcement authority of another regulator under 
section 505 of the Gramm-Leach-Bliley Act, 15 U.S.C. § 6805. According to Section 
314.1(b), an entity is a “financial institution” if it’s engaged in an activity that is 
“financial in nature” or is “incidental to such financial activities as described in section 
4(k) of the Bank Holding Company Act of 1956, 12 U.S.C § 1843(k).”
• Section 314.2(h) of the Rule l ists 13 examples of the kinds of entities 

that are financial institutions under the Rule, including mortgage lenders, 
payday lenders, finance companies, mortgage brokers, account servicers, check 
cashers, wire transferors, collection agencies, credit counselors and other 
financial advisors, tax preparation firms, non-federally insured credit unions, 
and investment advisors that aren’t required to register with the SEC. 

• 2021 amendments to the Safeguards Rule add a new example of a financial 
institution – finders. Those are companies that bring together buyers and 
sellers and then the parties themselves negotiate and consummate the 
transaction.

Section 314.2(h) of the Rule l ists four examples of businesses that aren’t a “financial 
institution.” In addition, the FTC has exempted from certain provisions of the 
Rule financial institutions that “maintain customer information concerning fewer 
than five thousand consumers.”
The Safeguards Rule requires covered financial institutions to develop, implement, 
and maintain an information security program with administrative, technical, and 
physical safeguards designed to protect customer information. The Rule 
defines customer information to mean “any record containing nonpublic personal 
informationabout a customer of a financial institution, whether in paper, electronic, 
or other form, that is handled or maintained by or on behalf of you or your affiliates.” 
(The definition of “nonpublic personal information” in Section 314.2(l) further 
explains what is – and isn’t – included.) The Rule covers information about your own 
customers and information about customers of other financial institutions that have 
provided that data to you.
Information security program must be written and it must be appropriate to the size 
and complexity of your business, the nature and scope of your activities, and the 
sensitivity of the information at issue. 

Reasonable Security Program
a. Designate a Qualified Individual to implement and supervise your 
company’s information security program.
b. Conduct a risk assessment.
c. Design and implement safeguards to control the risks identified through 
your risk assessment. The Safeguards Rule requires:

1. Implement and periodically review access controls.
2. Know what you have and where you have it.
3. Encrypt customer information on your system and when it’s in 

transit. Assess your apps. I
4. Implement multi-factor authentication for anyone accessing 

customer information on your system.
5. Dispose of customer information securely.
6. Anticipate and evaluate changes to your information system or 

network.
7. Maintain a log of authorized users’ activity and keep an eye out for 

unauthorized access. d. Regularly monitor and test the 
effectiveness of your safeguards. f. Monitor your service 
providers.

g. Keep your information security program current.
h. Create a written incident response plan.
i. Require your Qualified Individual to report to your Board of Directors.

The effective date of the new rule is June 9, 2023

https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know#Financial_institution
https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314
https://www.govinfo.gov/content/pkg/USCODE-2020-title12/pdf/USCODE-2020-title12-chap17-sec1843.pdf
https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314/section-314.2
https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314#314.2
https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314/section-314.6
https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know#Information_security_program
https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know#Customer_information
https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know#Nonpublic_personal_information
https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know#Nonpublic_personal_information
https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know#Information_security_program


Compliance Steps and Getting Ahead

• Data mapping

• Legal gap assessment

• Policies and notices

• Contracts (inbound and outbound data)

• Sensitive data

• California personnel and B2B data

• Consumer rights requests



Closing Observations / Questions & Answers

For an index of articles and presentations on CFS topics, see 
www.Venable.com/cfs/publications.

http://www.venable.com/cfs/publications
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