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What Is the Risk?
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What Are the Most Common Types of Malicious 
Attacks?
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▪ Malware/ cyberextortion / ransomware

▪ Advanced persistent threats: network attack in which an unauthorized person 
gains access to a network and stays there undetected for a long period of time.

▪ Social engineering: utilizing human behavior to breach security without the 
participant/victim realizing they have been manipulated (e.g., posing as company 
executive and tricking an employee into sending confidential information).

 Phishing: attempting to acquire sensitive information such as usernames, passwords, and 
credit card details by masquerading as a trustworthy entity in electronic communication.

 Spear phishing: personalized email to a select email (e.g., a fake but recognizable email 
address is created to impersonate a colleague or boss).

▪ Viruses, distributed denial-of-service (DDoS) attacks: (e.g., making a machine 
or network unavailable to intended users.)
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Ransomware by the Numbers

• Targets: All Industry Sectors Globally 

• Average Ransom Payment Q2 2021:  $136,576

• Payouts in the millions happen frequently.

• Median Ransom Payment Q2 2021:  $47,008

• Average Downtime in Days: 23

• Average Ransomware Remediation Cost within 
the United States: $2.09M

• Percentage of Organizations Hit by 
Ransomware in the Past 12 Months by Sector: 
Distribution and Transport (25%), Energy (36%), 
Manufacturing & Production (36%)

Sources: Sophos The State of Ransomware 2021, Coveware Ransomware Marketplace Report Q2 2021



Cyber Threats Represent Huge Potential 
Liability for Companies
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• Payment of ransom to hackers

• Government fines

• Class action lawsuits

• Government investigations



Is This Covered by Traditional Insurance 
Policies?
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• Commercial General Liability Insurance

• Typically covers three things: 

• (1) bodily injury

• (2) (third-party) property damage 

• (3) personal and advertising injury

• Cyber risks generally do not fall within any of these three categories

• Recent exception (data breach as “publication”): Landry's, Inc. v. Ins. Co. of the State of Pa., 
No. 19-20430, 2021 WL 3075937 (5th Cir. July 21, 2021)



Is This Covered by Traditional Insurance Policies? 
(cont’d.)
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• First-Party Property Insurance

• Generally covers “direct physical loss of or damage to” covered property

• …but what is “covered property?”

• Nat’l. Ink & Stitch, LLC v. State Auto Prop. & Cas. Ins. Co., 435 F. Supp. 3d 679 (D. Md. 2020)

• Ransomware attack resulted in loss of data and less efficient software operation

• “Covered Property” defined to include data on various storage media

• Court found attack caused “direct physical loss of or damage to Covered Property,” regardless of whether 
storage media also incurred damage

• State Auto Prop. & Cas. Ins. Co. v. Midwest Computers & More, 147 F. Supp. 2d 1113 (W.D. Ok. 2001)

• Policy covered physical injury or loss of use of “tangible property”

• “…computer data cannot be touched, held, or sensed by the human mind; it has no physical substance. It 
is not tangible property.”



Is This Covered by Traditional Insurance Policies? 
(cont’d.)
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Directors & Officers Liability Policy

• Generally covers liability to directors & officers (and, depending on the policy, the company) for 
claims based on mismanagement, breach of duty, etc.

• Examples of potentially covered cyber claims:

• Shareholder derivative suit against managers related to cyber breach

• Government investigation related to failure to secure data

• BEWARE explicit cyber exclusions and/or hidden cyber exclusions (such as exclusions related to 
invasion of privacy, contract, IP).



Is This Covered by Traditional Insurance Policies? 
(cont’d.)
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• Crime Insurance

• Generally covers first-party losses due to theft or other dishonesty

• Various coverage grants, such as:

• Employee dishonesty 

• Forgery or alteration coverage 

• Computer fraud coverage

• Funds transfer fraud coverage 

• Kidnap, ransom, or extortion coverage 

• Money and securities coverage

• Slight variance in policy language can drastically affect coverage…



Crime Policies: Pay Close Attention 
to the Words
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Apache Corp. v. Great Am. Ins. Co., 662 F. App’x 252, (5th Cir. 2016) 
(applying Tex. law)

Coverage grant: We will pay for loss of, and loss from damage to, money, securities, and other property resulting 
directly from the use of any computer to fraudulently cause a transfer of that property from inside the premises or 
banking premises:

a. to a person (other than a messenger) outside those premises; or

b. to a place outside those premises.

• Scheme started with a phone call from purported vendor.  Impostor then created a fake email address and sent a 
follow up email (with attachment on fake letterhead) requesting payments be made to new account.

• Court: “The email was part of the scheme; but, the email was merely incidental to the occurrence of the authorized 
transfer of money. To interpret the computer-fraud provision as reaching any fraudulent scheme in which an email 
communication was part of the process would…convert the computer-fraud provision to one for general fraud.”

• Court determined no coverage because loss did not “result directly from the use of any computer.”



Crime Policies: Pay Close Attention 
to the Words
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Medidata Solutions, Inc. v. Fed. Ins. Co., 729 Fed. App’x 117 (2d Cir. 2018)

Computer Fraud Coverage protected against “direct loss of Money, Securities or Property sustained by an 
Organization resulting from Computer Fraud committed by a Third Party.”

Funds Transfer Fraud protected against “direct loss of Money or Securities sustained by an Organization 
resulting from Funds Transfer Fraud committed by a Third Party.

• Fraudsters sent email (posing as company president) to Medidata employees requesting payment to contractual 
counterparty.  Fraudsters also called employee impersonating counterparty. Employee made two wires to 
fraudsters as a result.

• Insurer argued that there was no “direct loss” as a result of the spoofing attack.

• Court found direct loss = proximate cause and that the spoofed emails were the proximate cause of loss: “While it is 
true that the Medidata employees themselves had to take action to effectuate the transfer, we do not see their 
actions as sufficient to sever the causal relationship between the spoofing attack and the losses incurred.”

• Summary judgment AFFIRMED in favor of policyholder.



What Does a Cyber Policy Cover?
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• Cyber coverage is relatively new and there are no form policies

• Typically named-peril policies

• Typically claims-made policies

• Covers both first- and third-party liability

• Carriers often provide multiple coverages that may be purchased buffet style



What Does a Cyber Policy Cover? (cont’d.)
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Common first-party coverage:

• Network/business interruption

• Data/digital asset loss and restoration

• Cyberextortion/Ransomware

• Reputational Damage

• Civil fines/penalties 

• Losses due to theft of trade secrets, intellectual property, or funds

• Event breach costs [Hybrid first- & third-party coverage]: Costs incurred by an organization arising out of:

◦ Forensic investigation of breach
◦ Public relations/crisis management firms and associated costs
◦ Notification costs
◦ Call centers, consumer notification, credit/identity monitoring, etc.



What Does a Cyber Policy Cover? (cont’d.)
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Common third-party coverage:

• Security and privacy breaches

• Internet Media Liability

• Liability associated with defamation, copyright infringement, product 
disparagement or reputational damage

• Vendor loss of third-party data or information



Cyber Policies: Exclusions
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Common exclusions:

• Representations and warranties about data security

• Failure to follow stated security practices

• Exposures insured elsewhere: no coverage for loss insured in whole or in part by another valid 
policy

• Bodily injury and property damage: no coverage for loss arising out of, or attributable to bodily 
injury or property damage/damage to infrastructure

• Lost business or profits stemming from harm to reputation

Less common:

• Acts of war/terrorism

• Copyright, trademark, and patent infringement

• Breach of contract or warranty



Ransomware Coverage on the 
Chopping Block?
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Cyber Policies: Pitfalls and Practical Tips
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Before obtaining/renewing a policy, 

• Ensure your company has cybersecurity policies and practices in place.  
With relatively unstable underwriting data and constantly changing security threats, one of 
the only things insurers can do to control risk is to make sure the prospective policyholder 
has robust security measures in place.

• Policies often have a “failure to maintain” exclusion which may apply if the policyholder 
does not keep these cybersecurity protections in place and in proper working order

• Know your organization’s risk profile and take steps to mitigate risks



Cyber Policies: Pitfalls and Practical Tips
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When obtaining/renewing a policy, 

• Holistic approach to insurance

• Seller’s market

• Premiums rising

• Limits falling

• Language matters



Cyber Policies: Pitfalls and Practical Tips 
(cont’d.)
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Cyber Policies: Pitfalls and Practical Tips 
(cont’d.)
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Cyber Policies: Pitfalls and Practical Tips 
(cont’d.)
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• BEWARE: Cyber criminals have even targeted 
insurance carriers to gain access to application 
and underwriting data related to insureds



Cyber Insurance: Summary
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• Cyber risks are a relatively new and developing area of potential liability for 
companies.  The risk, especially for companies that have complex operations 
or possess large amounts of protected data, can be enormous.

• Cyber insurance is a relatively new form of coverage that is still developing.  Unlike traditional 
forms of insurance (like CGL or Property policies), there is no “standard” cyber form.  Thus, it is 
critical that insureds fully understand what is (and isn’t) covered under their cyber policy.  An 
experienced professional can assist insureds with this important task. 

• Similarly, case law in relation to insurance coverage for these risks continues to evolve and can 
result in unexpected results (both positive and negative for policyholders).

• While cyber insurance can provide an important “backstop” if things go wrong, it is not a 
substitute for diligent cybersecurity efforts.  In fact, insurers now require proof that an insured is 
taking such diligent efforts to protect itself from attack before issuing a cyber policy.
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