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" Upcoming Venable Nonprofit Events
v Register Now

 May 18, 2017: Moving Money Overseas and Back: What
Every Nonprofit Operating Internationally Needs to Know

e June 13, 2017: An Independent Contractor, an Employee,
and Their Attorney Walk into a Bar: Why This Is No Joke for

a Nonprofit



https://www.venable.com/moving-money-overseas-and-back-what-every-nonprofit-operating-internationally-needs-to-know-05-18-2017/
https://www.venable.com/an-independent-contractor-an-employee-and-their-attorney-walk-into-a-bar-why-this-is-no-joke-for-a-nonprofit-06-13-2017/
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M Topics We Will Cover

The government agencies with enforcement and
investigative authority relevant to nonprofit organizations

Anatomy of a government investigation

Strategies for navigating the process and mitigating fallout
Why a crisis communications plan?

Guiding principles — the do’s and don’ts of communicating
Principles of issue management/crisis response
Investments in compliance to avoid investigations
Learning from a crisis
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M Why a Communications Plan?

An integrated strategy is necessary to successfully balance conflicting
pressures and process.

Process of investigation and litigation unfolds over Immediate need to set strategic narrative and
an extended period of time control messages to internal and external audiences
Dense, legalistic filings and arguments Concise and clear messages
Saying anything can be harmful Saying nothing can be harmful
Presumption of innocence Presumption of guilt
A WA
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Ml Responding in a Crisis — The Do’s

* Provide Realistic Expectations: Demystify the process by setting clear parameters around ability to respond
and availability of appropriate spokespeople, so that when they don't get you on the first try, they won't be
surprised.

* Create Clear Lines of Communication and Decision Making: Time is critical in these situations — you can't
afford to lose any of it trying to navigate the internal org chart. Lay out the approval process early with the
appropriate team members and make sure they know these matters take priority.

» Keep It Simple and Direct: Exercising message discipline is critical to getting through the media static. Don't
confuse or distort statements by trying to force in messages other than the one at hand (i.e., mission
statements, defensive language, etc.). It appears evasive and disorganized — and muddles the message.

» Disagree When Warranted: Refuting false claims and narratives as early as possible is critical
to controlling coverage and public perception. Do not argue — kill with facts.

» Use Third Parties to Your Advantage: Sometimes using outside experts, like-minded organizations or
other interested parties can help carry your message more effectively than if you had delivered it yourself.
Using surrogates to convey messages or provide background can help steer a story line in a credible and
affirmative way.

-‘TﬁlTA“Tﬁ

VENADLLE



£ 7
(‘ Responding in a Crisis - The Don’ts

Don't hide. Be accessible. Provide some point of access, to the extent possible. Be part of
the conversation, so you know where it's going. Always respond, even if on background.

Don't speculate — and don't lie. Stick to what is objectively known and verifiable. Be
factual.

Don't disperse - coordination is key. All media contacts should go through one person
or a small group of persons. Members of the organization must be told to refer all
inquiries to that person or group, so that a log can be kept and the message controlled.

Don't be cold. Public statements and messages should contain emotion, if appropriate.
Seeming cold and legalistic can be more harmful than the news of an investigation.

Don't fall behind. Whenever possible, get ahead of the story with your messages or with
surrogates.
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. @ Steps to Take in Response to an Investigation

Y

¢ Receipt of CID, civil subpoena, or requests for information
¢ Evaluate source of requests

e Assess scope

¢ Determine legal posture — voluntary or compulsory

¢ Weigh options

¢ Record hold
¢ ES| considerations
¢ Collection, review, and production of documents

¢ Engaging with staff to limit burden and understand basis for investigation J
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M Step 1: Review CID/Subpoena/Letter
\
‘ » A review of the requests will identify:

— The purpose of the investigation

— The assigned staff enforcement attorneys

— The production deadline (e.g., 30 days from issuance)
— The definitions

— The instructions

— Interrogatory and document requests
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Step 2: Establish a Response Team

Notify board and management and necessary IT and operations subject matter
experts

Engage counsel and public relations professionals

Organize core team: Assign roles and set up a clear decision-making process
Take proper steps to preserve responsive materials (e.g., implementation of a
document preservation policy)

Consider collateral consequences such as required public disclosure or
notification of counterparties/sources of funding

Set up monitoring (social and traditional media)
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Guiding Principles of Crisis Management

» Clear lines of communication and decision making
e Message discipline
« Real-time monitoring and response

e Proportionality
e Know your audiences
e Reputation
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" Step 3: Determine Response Strategy and Potential

! Needs for Modification

« What is scope of agency’s/body’s authority in issuing the request?
Has it overstepped the bounds of its authority?

* Does request seek potentially privileged materials? Confidential
materials of third parties?

* Does request present technological obstacles and burdens?

* What modifications can be made to reasonably reduce burden in a
way that does not impede agency’s investigation?

* What is a realistic amount of time needed to collect and produce
materials?
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Ml Step 4: Confer with Staff Investigators

‘ * Be prepared, flexible, and knowledgeable

* Try to extract as much information about the investigation as
possible, including who the target is, how it was initiated, and
where it is headed

* Present detailed explanations of technical or other burdens of
specific requests and propose alternatives

» Flag potential issues of confidentiality and privilege
* Negotiate in good faith
* Request confidentiality over submissions and discuss FOIA

\
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- Step 5: Respond to Request in Accordance with
{‘ Strategy and Negotiated Modifications

e Collection of documents:

— The identification, collection, review, and processing of electronically stored
information, such as emails, poses certain challenges for most organizations

— Using vendor or law firm's in-house IT resources

— Specifications set forth in CIDs/subpoenas typically include detailed
Instructions

— Privilege and confidentiality considerations
— Understand what you are producing before submitting!

» Appropriate objections and qualifications

« Consider pros and cons of providing additional information and
context above and beyond what was requested

mT B
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‘ Step 6: Consider Appropriate Follow-up
‘  Internally focused:

— Assessment of legal/compliance risks and implementation of
necessary corrective action
— Potential need to coordinate with other investigations or litigation

« Agency-facing advocacy:
— Tell your story through white papers and presentations/in-person
meetings

 Public-facing:
— Develop proactive and reactive strategies for dealing with
reputational and public relations risk
— Deploy messaging materials for identified audiences (media,
employees, other regulators)

—‘ Tﬁ T B
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Q\ M How Does a Government Investigation Typically
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Resolve Itself?
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M Preparing the Defense

{ Fact

Gathering

Legal
Research

Exposure
Analysis
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Vi Investing in Compliance to Avoid Investigations
v and Maximize Outcome

Compliance
Management
Program

Vendor

Training Management

Complaint
Handling

Education
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Ml Learning from Crisis

» After the crisis passes, it is important to analyze the response to identify lessons learned that can
be applied to future planning. An after-action report should be created as soon as possible
after the event itself while everyone’'s memories are still fresh. It should include a discussion and

address:

What was our plan and what were our goals?
Who were the audiences?

What was the timeline?

Who was involved?

What outcomes and outputs were intended?
What products were to be produced?

D NI N NI NI N

*  What went well?
Example: Were you able to effectively control or regain control of the narrative?

* What did not go well? Why?
Example: Were you too slow to send out a public statement?
Example: Did you fail to update a key stakeholder?

* What should you do differently next time?



Questions?

Jeffrey S. Tenenbaum, Esq. Erik Jones, Esq.
Partner and Chair of the Nonprofit Partner, Investigations Practice, Venable LLP
Organizations Practice, Venable LLP ecjones@Venable.com
jstenenbaum@Venable.com 202.344.4438
202.344.8138
Tracy Schmaler
Alexandra Megaris, Esq. Managing Director, Crisis Communications,
Counsel, Investigations Practice, Venable LLP Litigation, and Issues Management Practices, Kivvit
amegaris@Venable.com tschmaler@kivvit.com
212.370.6210 202.559.5236

To view an index of Venable's articles and presentations or upcoming programs on nonprofit legal topics, see www.Venable.com/nonprofits/publications
or www.Venable.com/nonprofits/events.

To view recordings of Venable's nonprofit programs on our YouTube channel, see www.YouTube.com/VenableNonprofits
or www.Venable.com/nonprofits/recordings.

To view Venable's Government Grants Resource Library, see www.grantslibrary.com.

Follow @NonprofitLaw on Twitter for timely posts with nonprofit legal articles, alerts, upcoming and recorded speaking presentations,
and relevant nonprofit news and commentary.
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