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When the Food and Drug 

Administration’s (FDA’s) 

Counterfeit Drug Task Force issued its 

fi rst report in 2004, a key component 

of the framework envisioned for 

improving the security of the U.S. 

drug supply chain was widespread 

industry adoption of electronic track 

and trace technology such as Elec-

tronic Product Code/Radio Frequency 

Identifi cation (EPC/RFID).1 Using 

this technology, a radio frequency 

tag containing essential data about a 

prescription drug in the form of an 

EPC (i.e., a compact “license plate” 

code that uniquely identifi es an object 

in the supply chain), would allow those 

in the supply chain to create a “pedi-

gree” by tracking the chain of custody 

of each unit of a prescription drug. 

Specifi cally, by linking each unit to a 

unique EPC, the drug could be tracked 

electronically through the supply 

chain from manufacturer to pharmacy. 

Drugs without such identifi ers could 

be quickly recognized and investigated 

for removal from the supply chain.

The fundamental technology of 

RFID is relatively uncomplicated. 

A basic RFID system consists of 

three components: a) “passive” tags, 

each comprised of microchip and an 

antenna; b) a reader; and c) a host com-

puter system and application software. 

Data is transferred via low-power radio 

waves between a tag and a reader, 

which are tuned to the same fre-

quency.2 The reader sends out a signal, 

which is received by all tags tuned to 

that frequency in the immediate area.3 

The tags, which can be attached to vir-

tually anything, receive the signal with 

their antennas and “backscatter” their 

stored data (which can include many 

bits of information about an item, 

including serial number, confi guration, 

date and time it traveled through a 

certain zone, etc.) to the reader.4 The 

reader receives the tag’s signal with its 

antenna, decodes it, and transfers it to 

the host computer system.5

The Counterfeit Drug Task Force 

issued its 2006 Update on June 8, 

2006.6 Part of the Update addressed 

regulations promulgated by FDA under 

the Prescription Drug Marketing Act 

(PDMA), imposing obligations on 

certain wholesalers to provide pre-

scription drug pedigrees. These obliga-

tions have been repeatedly stayed by 

FDA.7 Adoption of EPC/RFID would 

mean that wholesalers could provide 

electronic pedigrees (Epedigrees) 

rather than paper-based pedigrees, 

which would be costly, burdensome, 

and capable of having their integrity 

compromised.8 FDA had thought that 

the prospect of lifting the stay in 2006 

would be incentive enough so that 

RFID would be the industry standard 

by then.9 In addition, FDA devoted a 

signifi cant amount of internal resourc-

es to supporting industry efforts to 

facilitate prompt adoption of EPC/

RFID by the end of 2006 deadline.10 

Wal-Mart and the Department of 

Defense11 also provided incentives for 

early adoption by ordering their largest 

pharmaceutical suppliers to tag their 

products with EPC/RFID.12 Both FDA 

and the stakeholders who advised them 
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turned out to be overly optimistic. 

Although there have been a number 

of pilot studies, estimates are that no 

more than 10 prescription drugs will 

be tagged with the EPC/RFID technol-

ogy by the end of 2006.13 While FDA 

is still expressing strong support for 

early industry adoption of EPC/RFID, 

the 2006 Update did not recommend 

mandating EPC/RFID but rather 

recommended allowing the stay on the 

pedigree requirements to expire on 

December 1, 2006.14 Below we discuss 

some reasons why EPC/RFID has 

not been adopted along the timelines 

originally contemplated.

Lack of Technical 
Standards

New technologies cannot be 

deployed without fi rst putting into 

place an appropriate superstructure. 

In the case of EPC/RFID, until very 

recently, a lack of a harmonized 

standard (i.e., the communications 

protocol between the RFID tag and 

reader) was a major factor in delaying 

the implementation of RFID, both 

in the United States and worldwide. 

In the not-too-distant past, RFID 

vendors had adopted various stan-

dards, such as Class 0 (64 or 96 bit 

read-only tags) and Class 1 (64 or 

96 bit read-write tags), which led 

to vendor incompatibility, manu-

facturing capacity constraints, low 

tag-yield rates, and high tag costs.15

In order to address the imple-

mentation problems, in December 

2004 EPCglobal, the most prominent 

developer of RFID standards, ratifi ed 

its second generation (Gen 2) standard. 

Gen 2, which conforms to the radio 

regulations of the Federal Communica-

tions Commission (FCC) and many 

other regulatory agencies around the 

world, can accommodate at least 96 

bits of information on an RFID tag, 

enable customization of content, and 

allow RFID tags to operate with any 

manufacturer’s reader. EPCglobal 

submitted Gen 2 to the International 

Standards Organization (ISO) for 

certifi cation as a worldwide standard in 

January 2005.16 Eighteen months later, 

in July 2006, ISO fi nally approved Gen 

2 as a global RFID standard.17 ISO’s 

approval of Gen 2 should help to speed 

the adoption of RFID as it will, among 

other things, enable supply-chain 

partners to encode data and read EPCs 

from RFID tags in a similar manner, 

so that they can share an interoperable 

and software infrastructure.18

Privacy Concerns 
Another issue that has slowed 

the implementation of RFID is the 

perceived lack of data security. If the 

identifying tag is still on the drug 

when it reaches the consumer, it is 

possible that an unauthorized person 

with an EPC/RFID reader might be 

able to read the information on the tag 

without the person knowing it—even 

though the drug is in someone’s 

purse, backpack, pocket, or pharmacy 

bag. Potential abuse resulting from 

improper use of extremely personal 

information could be offset by ensur-

ing that tagging only occurs down to 

the dispensing level, by repackaging 

tagged drugs in non-tagged bottles 

and/or by placing dispensed drugs in 

pharmacy bags that cannot be “read.” 

All of these solutions could present 

additional privacy concerns.19

In addition, detaching the tags at 

the dispensing level removes some of 

the benefi ts of using EPC/RFID and 

potentially diminishes the attractiveness 

of the technology to FDA and industry. 

FDA would like the tags to stay on for 

recall or withdrawal purposes. Retain-

ing the tags would also be useful to 

identify counterfeit drugs that get into 

the U.S. supply chain through the back 

door (e.g., nursing homes). Obtaining 

access to information about how con-

sumers actually use their drugs could be 

potentially very useful for manufactur-

ers as well as for recall purposes.20

Privacy advocates and others have 

been raising privacy concerns with 

industry, the federal government, and 

state legislators around the country for 

several years.21 This has led to a myr-

iad of privacy bills being introduced 

around the country, which in turn has 

led to reluctance by some manufactur-

ers and other supply chain participants 

to implement RFID due to fears of 

lawsuits in the event that personal 

information is compromised.22 A key 

concern is the bit capacity of EPCs, 

which enable the assignment of indi-

vidual identifi ers to tagged objects.23 

This means that RFID has the potential 

to collect a great deal of consumers’ 

personal information in company 

databases, and those controlled by 

third parties. Hence, database security 

is a paramount concern in the matter of 

protecting individuals’ data.24

The issue of RFID data security 

was considered by the Federal Trade 

Commission (FTC) in 2005. After 

New technologies cannot be deployed 
without fi rst putting into place an 

appropriate superstructure.
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conducting an extensive workshop 

with participants from all areas of the 

RFID industry, the FTC decided that 

federal intervention in data privacy 

was unnecessary, and decided to take 

a “hands off” approach.25 Rather, the 

FTC encouraged the industry to follow 

the privacy guidelines promulgated by 

EPCglobal.26 One of these guidelines 

concerns database security, wherein 

EPCglobal urges companies to ensure 

that any data associated with EPC 

must be collected, used, and stored 

in a manner consistent with existing 

privacy laws.27 This guideline further 

states that companies should publish 

information on their policies concern-

ing retention, use, and protection of 

personally identifi able information 

associated with EPC use.28

The FTC’s recommendations and 

the adoption of Gen 2 as a worldwide 

RFID standard have resulted in more 

and more companies pledging to 

voluntarily abide by the EPCglobal’s 

privacy guidelines.29 Gen 2 has secure 

encryption and authentication protocols, 

and EPCglobal has maintained that it 

will store EPC-related data on servers 

“beyond the fi rewalls of corporations, 

logistics providers, and retailers all 

around the globe.”30 EPCglobal’s proac-

tive approach to privacy will likely help 

to alleviate fears about RFID database 

security in the future.

Other New Technologies
Those who have technologies 

that can be used either together with 

EPC/RFID or as an alternative quickly 

responded to the opportunity posed by 

the urgent need to improve the integ-

rity of the U.S. supply chain. In turn, 

FDA has recognized that, as desirable 

as EPC/RFID is from its point of view, 

it may not be the magic bullet that will 

destroy counterfeiting. Rather than 

relying solely on EPC/RFID, FDA 

has realized that it needs to encour-

age industry to layer many different 

technologies, both overt and covert, 

to discourage constantly innovating 

counterfeiters.31

A layered approach is a valuable 

anti-counterfeiting tool, because it 

allows for verifying different informa-

tion at different places along the way to 

the consumer, e.g., some at the manu-

facturer, some in distribution, and some 

at the pharmacy.32 Because different 

degrees of sophistication are needed for 

adequate protection at different points 

of vulnerability, a layered approach can 

include economical solutions such as 

tamper-resistant seals, security inks, 

two dimensional (2D) bar coding, 

and customized taggants (i.e., micro-

scopic substances using unique numeric 

sequence in multiple color layer format), 

in addition to RFID.33

An effective layered anti-coun-

terfeiting initiative could also include 

primary labels carrying RFID tags or a 

serialized 2D bar code to ensure track 

and trace capability, while cartons can 

carry color-shifting ink, and taggants, 

which can be read by proprietary read-

ers. These measures can be applied on 

digitally produced labels and cartons, 

which allow end users to better manage 

carton inventories and change labels 

frequently. These measures also give 

companies a means to detect counter-

feiting and replace counterfeit drugs 

with legitimate product before they get 

to the dispensing unit.34

New State Pedigree Laws
With the federal pedigree law 

stayed and re-stayed by FDA, absent 

a federal requirement on wholesalers 

to provide pedigrees, some states have 

stepped into the breach. Florida’s pedi-

gree requirements commenced in July 

of this year, with California’s regula-

tion becoming effective in January 

2007.35 Nevada and Virginia have also 

passed pedigree laws.36 As these laws 

can be complied with using already 

existing alternatives to RFID, such as 

bar code technology, this may have 

slowed the race towards EPC/RFID.37

Serialization
 In order for each drug to be 

tracked individually as it moves 

through the supply chain, it needs 

a unique identifi er number. There 

is widespread agreement that the 

industry should use a single number-

ing convention to reduce costs and 

complexity.38 However, controversy 

still exists as to whether the National 

Drug Code (NDC) number assigned to 

each prescription drug by FDA should 

appear on EPC/RFID tags because, if 

surreptitiously read by an unauthorized 

EPC/RFID reader, it could jeopardize 

the privacy of patients and potentially 

endanger the integrity of the supply 

system.

No Cost/Benefi t Data
A signifi cant part of the costs for 

implementing EPC/RFID would fall 

on manufacturers, for it is likely that 

they would be responsible for initially 

tagging and coding most drugs before 

they enter the supply chain. Distribu-

tors and pharmacies would also incur 

costs from confi guring the antennas 

and readers at distribution centers and 

pharmacies so that they will be able 

to read all tagged pallets, cases, and 

individual bottles as they go through 

the loading docks.

 Theoretically, use of EPC/RFID 

technology should have a favor-

able cost/benefi t ratio if universally 

adopted. Trading partners could share 

data to support enhanced integrity of 
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the supply chain, improve inventory 

control, facilitate recalls, withdraw 

product with expired use dates, reduce 

warehouse labor costs, and improve 

deduction and claims accuracy. 

However, these effi ciencies may not be 

achieved if the industry must support 

two technologies, such as EPC/RFID 

and 2D bar code.39 A 2004 study com-

missioned by the Health Distributors 

Manufacturing Association estimated 

that pharmaceutical manufacturers 

stand to gain $500 million to $1 billion 

annually by adopting EPC/RFID 

technologies. For distributors, annual 

gains were estimated to be $200-

$400 million. That must be balanced 

against the start-up costs for a large 

manufacturer for systems integration, 

hardware, tags, and data process-

ing software, which were estimated 

to range between $15-$20 million. 

One-time costs for implementing 

EPC/RFID for a large distributor for 

systems integration, tags, and data 

processing software were estimated 

to range between $9-$20 million.40 

Large pharmacies are reportedly 

particularly concerned about start-up 

costs because, unlike manufacturers, 

they cannot pass them on to consum-

ers because most of their prescription 

prices are established under negotiated 

contracts.41

Accuracy and Safety
Where to put the tag on a vial or 

bottle so that the EPC/RFID reader 

will capture 100% of the contents of a 

case or pallet is a challenge for indus-

try. Wal-Mart, which plans to require 

EPC/RFID tags on all products, is 

reading 90-98 percent of individual 

cases (those not stacked on pallets) but 

only about 60 percent of cases stacked 

on pallets. This is because radio waves 

are not able to penetrate some products 

enough to reach the tags on cases in 

the middle of the pallet. While this 

level of accuracy may be acceptable 

to Wal-Mart for non-pharmaceutical 

products, it may not be acceptable to 

regulators enforcing an electronic track 

and trace pedigree law.42 In addition, 

as the Compliance Policy Guide issued 

by FDA which permits pilot studies 

exempted biologics and protein drugs, 

no studies have been done to establish 

whether EPC/RFID technology might 

affect them. 

Research still needs to be done 

on whether the EPC/RFID tags work 

accurately for these products, and 

whether the tags might affect the safety 

or effi cacy of some biologics.43 If EPC/

RFID is not adopted for all prescription 

drug products, including tablets, inject-

ables, and solutions, both in branded 

and generic form, industry may not 

see the effi ciencies necessary to justify 

the signifi cant start-up costs.44 In 

addition, citing to medical researchers’ 

questions about the long-term health 

effects of prolonged exposure to low 

levels of electromagnetic radiation, 

recommendations have been made 

that studies be conducted to determine 

the effect of EPC/RFID tags on those 

within reader range, such as ware-

house employees and pharmacists.45

Rights to            
Confi dential Data

 If manufacturers are responsible 

for most of the EPC/RFID tagging, it 

likely will become necessary to share 

with manufacturers data that wholesal-

ers have historically considered to be 

highly confi dential, such as customer 

information, identity of products, and 

quantities sold. Distributors do not 

want to put manufacturers in a position 

of using this data to substitute direct 

sales to retailers from manufacturers 

for sales through wholesalers. Settling 

what confi dential business information 

will be shared and what restrictions 

will be placed on its uses is an issue 

that wholesalers must address with 

manufacturers, at least those who pro-

vide extensive services to pharmacists 

in addition to product delivery.46

Conclusion
In light of the complexity of 

the new technology, as well as the 

complexity of issues that have arisen 

as a result of trying to implement 

EPC/RFID within such a short time 

period, it is not surprising that adop-

tion is proceeding more slowly than 

FDA and its stakeholders might have 

wished. Notwithstanding the delay, the 

process appears to have been ben-

efi cial. The standards superstructure 

has been established and progress has 

been made on resolving some of the 

key issues causing delays in adoption 

such as privacy and data security 

concerns. Importantly, technologies 

have been identifi ed that can be used 

either in lieu of EPC/RFID or in 

addition to EPC/RFID that may result 

in a fl exible layering of protection 

against counterfeit prescription drugs 

in the U.S. supply chain that may be 

superior to EPC/RFID alone. Mov-

ing from a narrow product focused 

approach to a broader result oriented 

approach that contemplates a steady 

increase in availability of new types 

of anti-counterfeit technology over the 

years may put the FDA and industry in 

a better position to effectively thwart 

the constantly innovating counterfeiter 

than imposing EPC/RFID on a one-

time basis. 
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